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Puc. 3. Nepewndposanme Knloya 8 maructpansHon cet KPK ¢ ANY.

N\nA cHaGXeHnA LWNhPATOPOB CEKPETHBIMU K/IOYaMM Ha OAHOM
V13 OKOHEUHbIX Y3/10B J0CTATOHO CO3AaTb CEKPETHbIV K04 1 Me-
PeAaThb ero MoA 3aLUNTON KBIHTOBOTO KNKOU3 HA COCRAHMN y3en
ceTv KPK no knaccuieckomy KaHany. Tam nonyyatens KBaHTOBOTO
COCTOSHUA CMOXET 3TOT K/IK0Y PacLundpOBaTh, MOCKOMLKY Y HYX C
oTnpaeuTenem OOLLMIA KBAHTOBbIN KNHOY, @ NOTOM 33LWM(ppPOBaTL
ero BHyTpY AANY Ha KBaHTOBOM K/IOYE COMPFXEHHOMO CErMeHTa,
nepenas Aanee no cetn KPK. B UTore UCXOAHbINA CEKPETHbINA KNtoY
MOA 33LUMTON KBAHTOBbLIX Kntoven cetu KPK byaet AoctasneH Ao
Lienesoro OKOHeYHOro y3na CeTu, OTKYAA ero MOXHO 3arpy3unTb B
wwmdpatop. Kntoy, Kotopbiit nepeaaérca no cet KPK, Ha3osém
KBAHTOBO-33LLMLLIEHHBIM KNt04OM (K3K). OH He ABNAETCA KBAHTOBbIM
110 CBOEMY MPOUCXOXKAEHMIO, HO €70 CEKPETHOCTL 06ecrieunsaeTCc
KBAHTOBbIMM KNtOYamM ceTu. Tononorua cenasu y3nos 8 cetn KPK ¢
ANY MOXeT BbiTb CKONb YTOAHO CNOXKHON: COAEPXKATb KONbLIEBbIE
MapLLUIPyTbl 1 3NEMeHTbI TONO/IOTMM «38e3Aa». [\NA pean3aLiin
CNOXKHBIX MapLUPYTOB MY A0/XHbI COAepXaTb B cebe mbo He-
CKONbKO MOAyNeit OTNpaBuUTeneid 1 Nony4aTeneit KBaHToBbIX CO-
CTORHMI, B0 METb B CBOEM COCTaBE ONTUYECKU KOMMYTATOP,
MO3BONAIOWAI B PEXUME Pa3AENeHNA BpeMeH! BbIPabaTbiBaTh
KBAHTOBbIE KNAKOYM C HECKONbKUMMN CONPSXXEHHBIMKA Y3NaMKN CETU
KPK. Hanpumep, B cuctemax KPK npoussoactsa komnanuu ID
Quantique [7] ucnonb3yetcs nepebiit MOAX0A, @ 8 cuctemax KPK
komnanuy «UHboTeKC» [8] - BTopOL.

(CoBpemMeHHble TeNeKOMMYHUKALIMOHHbIE CETV OCHOBAHbI HA LLIMPOKOM
VICO/1b30BaHMA OMTOBONIOKHA 11 BLTIOMOTaTeNbHOIA ANNapaTypbl,
PACTIONAraloLLeNcA B Y3NaX CBA3W 1 06eCNeunBaloLLel MOAK/MOYeHIe
110/1b30BATE/NbCKVX YCTPOVCTS MIPUEMA/MEPEAAYM AHHbIX, @ TaKXKe
YCUNeHve onTM4YecKoro CUrHana B Cayyae ero nepeaayn Ha Gonbluve
PacCTOAHMA. PaCcCTOAHMe, HA KOTOPOM PacrionaraloTca Apyr ot
APYra y3/bl CBA3V, PeAKO NPEBBLILIAET 100 KM. Takmm 06pasom,
CTPYKTYPHO ONTOBONOKOHHbIE CETI XOPOLLIO MOAXOAAT

ANA Pa3BepTbIBaHUA HA UX ocHose ceTer KPK ¢ AMY. Mpu noctpoexnn
cetn KPK Henb3s 336b183Th O TOM, YTO KB3HTOBbIE COCTOSHWA He-
BO3MOXHO «YCUMTLY, IO3TOMY ANA BO/IOKOH, ACTIONb3YeMbIX ANA
KPK, Henb3s NPUMEHATL BONOKOHHbIE 11 OMTO3NEKTPOHHbIE YCUAUTeNN
CUrHAN0B, 3 TaKXe MeANaKOHBEPTOPb.

MonesHoit 0cobeHHOCTbI0 AANY ABNFETCA BO3MOXKHOCTb CONPSXKEHIA
CerMeHTOB C Pa3/IVYHBIMIN KB3IHTOBLIMM NPOTOKONIMU U AdXKe Cbl’l'
314eCKOM CPesoi Peann3aumnn KBaHTOBOrO KaHana. B YactHocTH,
ANY obecreyrBaior GeCLUIOBHYH UHTErPALVIK ONTOBONOKOHHBIX 1
KoCMUYecKnx kaHanos KPK. OAHaKo Heo6X0AMMO yuTbIBaTh, YTO
ANY He MOryT GbiTb pasmeLLieHbl Ha TEPPUTOPIM, He KOHTPO/MPYEMOit
snanensliem cetn KPK. Mo 37oi npuumte cospanvie ceteit KPK Ha
ocHose /MY, pacronoxeHHbIX B pasHblx CTPaHaX, NpeACTaBnAeT
CODOV COMHUTENbHYH) C TOUKI 3peHIUs LieNeco0bpasHOCTU 33A3uY.

Cetn KPK — mupogoii onbIT
CO323aHUNA U NPUMEHEHUA

Jmnepom no maciTabHomy npumeHeHmio ceteit KPK asnsetcs
Kutait. B Hem 6onee 10 neT peanusyetca NpoeKT NoCTPOeHUs
HaumoHanbHo cetv KPK [9]. B 2022 roay cetb KPK umena npo-
TAKEHHOCTb GONEEe 10 000 KM U CBA3bIBANA COTHU Y3108, 3
TaKxe BK/I0YANA B ceba ABa CNyTHIKA, obecneumsatowtnx KPK
ANA YABNEHHBIX PErOHOB CTPaHbI (PHC. 4).

P

%%,

Puc. 4. HaumonanbHan cets KPK Kutas Ha 2022 roa [9].

‘OCHOBHbIM MPAKTUYECKUM NPUMEHeHneM KuTaickon cetn KPK
ABNACTCA 33LLMTA KOMMYHIKALMIA OTACNEHNIA FOCYAPCTBEHHOMO
6aHka Kutas. 3tum obycnosneHo pasmelierune KpynHbix AMY
cett KPK 8 oTAeneHusix rocbaHka. OTMeualTca creayiolime
npeumyuiectsa KPK:

® ynyuluene 6e30MacHOCTV 33 CHET HaCTOI CMeHbI CeKPETHBIX
Kntoyen LWnhposaHus;
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K npumepy, SOl xapakTepu3yeTcs CUNbHBIM KOHTPACTOM MoKasaTens
MPENOMANEHIA (BONHOBOAA OTHOCUTENbHO MOANOMKM UM 060N04KNA),
4TO M03BO/MT AOCTUYL MUHUMANLHBIX Pa3MEPOB BOSHOBOAOS,
CUNbHYO HeNVHeHOCTb ANA reHepaUmnm HeKNACCUYeCKNX COCTOAHMIA
€BETa 1 COBMECTUMOCTb ¢ CMOS-NpoLieccom (3HTA., «KomnAemeH-
TapHan CTPYKTYPa METanA — OKCUA — NONYNPOBOAHKY), LIKPOKO
MPYMEHSARMIM B 110Ny NPOBOAHIKOBOI MPOMBILLNEHHOCTM ANA CO3-
A3HWA NHTErPANbHBIX MUKPOCXEM.

CyLuecTsytoT paboTbl, B KOTOPbIX MPOACMOHCTPYPOBAHA Peanu3aLma
Ha nnatdopme SOl NaBUHHbIX POTOACTEKTOPOB TENEKOMMYHIKA-
LMOHHOrO /IMana3oHa Ha ocHose repmanua. K coxanenuio, SOI He
061aAaeT BO3MOXHOCTbIO Peanu3oBaTh /1asep, a NoToMy pasme-
LeHMe HA HEM WCTOUHMKOB OAMHOUHBIX (DOTOHOB MpeACTaBnAeT
TPYAHOCTH.

MonynposoaHvku rpynnbl lIFV (GaAs, InP), nosgonstoLme peani-
30BbIBATb UCTOUHUKM 1 BbICTPbIE MOAYAATOPBI U3AYYeHNs Ha DUC,
[IeMOHCTPUPYIOT H3KII KOHTPACT M0Ka3aTeNs IPenoMaeHIs, A0~
POXe B POV3BO/ACTBE 1 MMeloT 60nee BbICOKiE OMTIYECKME MoTepH,
4TO 0COBEHHO BAXHO ANA NPUEMHBIX MoAyneit cucTem KPK (no-
CKOAIbKY 10 HYIM PACTIPOCTPAHACTCA OAHOPOTOHHBIA CUTHAN, HECYLLMiA
VH(OPMALMIO, B TO BPEMA Kak 8 MOAY/Ie OTNPaBUTENs Cpeakee
4MCNO (OTOHOB, NPAMBIM 06PA30M BAVAIOLLEE HA 33LUMLLEHHOCTL
CHICTEMbI, OTCUMTLIBAETCA OT BbIXOAA U3 YCTPOICTBA).

Ha nnatopme Si3N4 BO3MOXKHO Peanu308aTb TONBKO HU3KOY-
CTOTHYIO MOAYNALMIO MaPaMeTPOB OMTUYECKOTO M3NlyYeHIs, B TO
BPEMA Kak coBpemeHHble cucTembl KPK paboTatoT Ha 4acTotax Ko-
AVIPOBAHIASA CUTHANOB (CMeHb! hasbl, MONAPM3BLIN WAV AYIAX Ma-
pameTpo) 0T 100 M A0 Heckonbkmx M.

B €831 € 3TM GONBLUMHCTBO PeLLIEHUI CETOAHSA CNeAYeT rOPUAHON
napaaurme, Koraa moayw cuctem KPK CTPOATCA He Ha OAHOM
NNaThOpMe, 3 H3 HECKONbKUX DVIC 13 pasHbIX MATEPUANOE, KOTopble
3aTem CTbIKYHOTCA APYr C APYTOM. [TPUMEPOM MOXET CAYXWTb CO3-
/3HHbIN B 2023 roAy B BenmkobputaHnm maket cuctemsl KPK [15],
MPUMEHSIOLLWIA Wbl Ha INP ANA peanu3aLii UCTOUHVIKOB U3NYYeHNs
W MOAYNATOPOB, 3 Si3N4 — MHTEPDEPOMETPA HA OCHOBE BONHOBOAHBIX
KOMTIOHEHTOB. H1ribl COBMELLB/WCH METOAOM KPaeBoro CoeAVHeHA
(edge coupling). B 3kcneprmeHTe UCMONL30BANUChL BHELLHWE Ae-
TEKTOPbl OAUHOUHbBIX ¢0TOHOB, NOAKNOY3EeMble N0 ONTUYECKOMY
BONOKHY. 110 OLeHKAM 3BTOPOB, AAHHAA CHCTEM3 NO3BONMT Pac-
npeAenaTb CeKpeTHbIE KAUM N0 BONOKOHHBIM K3H3ANAM C NOTepAMMN
710 40 AB (NOpAAK3 200 KM).

K coxaneriiio, nNpu peann3auvivt rM6puaHoro Moaxoaa BOHUKaeT
NPOBAEMA Pa3/WHMY B YCNOBUAX KCM/IYaTaLMMA Pa3HbIX KOMIOHEHTOB
cuctembl. K npumepy, 0AHOMOTOHHbIE UCTOMHIKU U3NYYEHNA Ha
0CHOBE KBAHTOBbIX TOYEK U Hanbonee YyBCTBUTENbHbIE AETEKTOPbI
OAMHOUHBIX (HOTOHOB 0BbIYHO PABGOTAIOT NPU KPUOTEHHBIX Temme-
paTypax. B 10 xe Bpems, (ha30Bble MOAYNATOPLI, OCHOBaHHbIE Ha
TePMOONTUYECKOM WAIW 3NEKTPOONTUYECKOM S(bdekTax, npeatHa-
3HaueHbl ANA KOMHATHOIN TEMMEpaTypbl 1 He MOryT paboTaTs B
TAKUX IKCTPEMINbHBIX YCNOBUAX.

TOHKa 33 MVHMATIOPU3ALIAIO, 8 3HBYMT U 33 MONL30BATENbCKMI
poiHok KPK, B Mvpe noka Tonbko Habupaer 06opotel. C TouKM
3PEHA apXUTEKTYPbl CACTEM OH BK/IOYAET MOMCK «/AEANBHOI»
6pUAHOI NNATHOPMBI 1 TEXHONOTUIA NPOM3BOACTBA, BbIGOP KOM-
MOHEHTOB, PAGOTAHLLIMX MPY @AMHBIX BHELLIHUX YCNOBUAX. B TeXHO-
NOrM4eckom acnexte Tpebyetcs mbo 06ecneunTs BbICOKOTOUHOR
BOCMpoM3BEAEHUe XapakTepucTuk GUC npu cepuitHon dhabpukaLmm

TexHonormA 8 AeTansx

(C HIHOMETPOBOI1 TOYHOCTBIO), NGO Pa3paboTaTb uMMbl C MOA-
CTpanBaeMbiMM NapameTpamu. OCTaloTCA He A0 KOHLIA PeLIEHHbIMA
80MPOCbI OTBEAEHUA TEMNNa 11 NOABOAA YNPABNAIOLLMX OMTUKON
SNEKTPUYECKVIX KOHTAKTOB. MoTpebyeTca Takke co3AaHMe Cnewa-
nm3nposaHHbix CAMP. B coBpemeHHbX ycnosuax Poccus Gepér
KYPC Ha TEXHONOTUYECKHIA CyBePeHHTET. KBAHTOBbIE TEXHONON 1
d)OTOHHblE WHTErpanbHble CXeMbl H3BEPHAKA CTaHYT OAHWMW 13
3NeMeHTOB ero (yHAIMeHTa.
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KcTatu, 3T0T TepMUH HeA3BHO CTan B Poccuu oprumansHbim. B
KOHUE 2023 r0Aa POCCTaHAAPTOM Gbinv YTBEPXAEHDI Nepsbie
YeTblpe NpeABapyTeNbHbIX HALMOHANbHBIX CTAHA3PTA B 06NACTH
KBAHTOBbIX KOMMYHUKALUIA, BKNKYAA «KBAHTOBbIE KOMMYHM-
Kauuu. TepmMuUHbl U onpeseneHus» U «KBaHToBbIA MHTepHeT.
TepmuHbl 1 onpeaeneruns». COrNacHo Um:

«KB3HTOBbI VHTEpHET — rnobanbHas WHGOPMaUNOHHaA
KB3HTOBAA CeTb, B Y31ax KOTOPOi1 hopmupyertcs, obpaba-
THIBAETCA W XPAHUTCA KBAHTOBAA MH(BOPMALIAR, 1 y3bl KO-
TOPOW COeAMHEHbI KBAHTOBbIMU KaHanamm» [5];

«KBAHTOBbIA WHTepHeT Bellein — WHTepHeT Bellen ¢ uc-
N0Nb30BaHWEM KBIHTOBbIX TEXHONOTMIA» [6].

KaKk Mbl BUAUM, 3TO Pa3Hble TEPMUHDI, HO KOMMYHMKALMMA
WrpaloT 8 06OMX CAYHanX BEAYLLYIO PO/b, CBA3bIBAA BCE Nne-
MEHTbI CeTu.

KBaHTOBbIA VIHTEpHET B MepcnekTvBe paccMaTpuBaeTcs Kak
106a/bHaA CeTb, 06bEANHAIOLLIAN PACTIPEAENEHHbIE KBAHTOBbIE
BLINMC/MTENN, CEHCOPbI 1 06ECNeUNBAIOWIAN 3BLUMILEHHYIO
€BA3b MeXAY aboHeHTamu ¢ nomolubio KPK. Ha ceroaHswwHui
[leHb ero TeXHUYEeCKUin 061K A0 KOHLA He chopMmUpoBancs,
M03TOMY Mbl PACCMOTPUM CLIEHAPUM MPUMEHEHNA KBAHTOBbIX
KOMMYHUKaLMI B 6onee y3KOM KOHTEKCTe: ANA NPUNOKEHUI
WHTepHeTa Belueil Ha npumepe KPK Kak camoil passutoit cy6-
TEeXHONOTUN. B 3TOM CAyuae Lenb 6YAeT COCTOATb B TOM, YTOObI
obecneynTs 33LLUMTY KaHANOB CBA3N MexXAY a6oHeHTamu (Ha-
npyMep, KaHaN0B YNPaBAeHNA 6ECNUNOTHBIMU 06beKTamM) ¢
MOMOLLbIO CUMMETPUYHBIX KAtoYeil WNGPOBaHIAA, CreHeprpo-
BAHHbIX 1 pacnpeAeNneHHbIX KB3HTOBbIMU METOAIMN. Ansa storo
Ha KaXk/a0M y3ne NoTpeGyeTca pasmecTUTh MOAY/M CUCTEMbI
KPK 11 06ecneunts 1x (BA3b N0 KBAHTOBOMY KaHaNY. YunTbiBas,
YTO MHOTWE y3/ibl KBAHTOBOTO MHTepHeTa Belueit GyayT mo-
GUAbHBIMU 06BEKTaMM, STOT KaHAN AO/KEH BbiTb He ONTOBO-
IOKOHHBIM, @ BO3AYLIHbIM (VAN TUGPUAHBIM).

Cnieayer OTMETUTb, YTO MOCKONLKY MMHMA-
Tiopu3zauma KPK Ana pasmelleHns Ha no-
ABWXHBIX 06bekTax (0cob6eHHo NeTarLiunx)
ABNAGTCA HENPOCTOM 33fa4ell, MOXHO pac-
CMOTPETb NPOMEXYTOUHYIO CTYNeHb 3B0NILN
KBAHTOBOrO WHTepHeTa Belleil, OCHOBAHHYIO
Ha NpYMEHEHNM KBIHTOBO-33LLMLLEHHBIX KNK-
Yelt — CeKpeTHbIX KNKYen, 3aLUuTa KOTopbIX
npy nepeaaye NAM XpaHeHun ocyLLecTBNReTCA
C UCNONb30B3HNEM KB3AHTOBOIO KNHO43 (K/\IO'
yein) [5].

B 3TOM CUeHapuM KBaHTOBbIE K/IKOUM, Hero-
CpeACTBeHHO reHepupyemble cuctemamut KPK,
(OPMUPYIOTCA TONBKO MeXAy CBA3AHHLIMM
KBAHTOBbIMYU KaHaNaMM CTaLMOHAPHBIMM Y3+
‘namu cetu. Mocne 3T1oro NoNyYeHHble KNy
NOMELLITCA B 33LLMLLEHHBIE KPUNTOKOHTEN-
Hepbl (popmupyemble Takxe € NOMOLLbIO
«CEPBUCHBIX» KB3HTOBbIX KNtOYen) W nepe-
£3KOTCA 36OHEHTaM MO 06bIYHLIM KaHANAM
BA3N. B 3TOM Cnyvae KBaHTOBaA 3awwTa
MY pacnpeneneHn KNoUei He AOCTUTaeTcs,
HO OCTAIOTCA APYrve MpenmylecTsa, Takue
KaK aBTOMATM33UNA TeHepaunn 1 AOCTaBKM

Crauonapuei ysen  KeamCTaUNONADHBIA  Hasemmesi MOSWNSHAI

TexHonormA 8 AeTansx

Kntoueit, 6onee 4actoe ux 06HOBNEHME U BLICOKOR K34YecTso
(8 chyuae npumeneHus B KPK KB3HTOBbIX reHepaTopos UCTUHHO
CAyYaiiHbIX Yvcen). bonee noapo6HO AHHbIN CLeHapuin pac-
cmatpusaetcs 8 [7] v [8].

HeckonbKO NepCreKTUBHbIX CLIeHapues NPeACTaBNeHO Ha pi-
CyHKe 1.

BapuaHT 1: MOGUAbHBI Y3en NPOU3BOAUT CO CTALMOHAPHOI
pabouel CTaHUMel 06MeH KBAHTOBbIMM KHO4aMU, KOTOPble 3aTem
MCNONb3YIOTCA ANA 33LLUMLLIEHHOTO obmeHa A3HHBIMU MeXAY HIMU.
B KavecTe MpuMepa MOXHO PaCCMOTPETb HOCUMYIO YeN0BEKOM
«Cuctemy KPK B KapmaHe» 1 KBaHTOBO-33LUMLLIEHHDIA GaHKOMAT.
L\pyrm nprumepom CAYKIT 3KCMEPUMEHT, KOTOPbII NPOBOAVACA B
2017 roay B KaHaae: B HéM yuéHble ocywlecTeunm ceaHc KPK
MeXAY NeTALLMM CAMONETOM W HA3eMHOM CTaHUMeN [9].

BapuaHT 2: NOABMKHAS PaBOYas CTHUMA 06MEHUBAETCA KBaH-
TOBLIMW KNKOYaMW € HECKONbKMMU NeTaroLmmu MOGUABHBIMM
Y371aMU. AHANOTUYHO BAPUAHTY 1, KNKOUM UCMONB3YIOTCA ANA 33~
LUMLWEHHOTO OOMEHa A3HHBIMM C KB33WUCTALMOHAPHOI (nepe-
LBWKHOW, HO HAXOAALLENMCA B COCTOAHMW OCTAHOBKM) paboyen
CTaHLmen. Mpumep: 6eCINNOTHBIN rPY30BUK BLICTYNAET B KaYecTse
NepeABIKHOTO UEHTPa yNpaBAeHNs POeM NeTaloWMX APOHOB,
OCYWeCTBAAIOLIX a3POPa3BEAKY. ipOHbI NEPUOANYECKI BO3-
8PALLAIOTCA K FPY30BYIKY ANA NOA33PAAKY 1 OGHOBNEHIA KAKOYeNA.
Hayunble rpynnel 8 Kutae u CLUIA yxe npoaemMoHCTpUpoBani
nepsbie SKCNepumeHTbl ¢ 06MEHOM KB3HTOBbIMU KAtOYaMM Mexay
NeTalowMM APOHOM 1 CTaHUMeN 0MepaTopa Ha PaccToAHUA A0
200 MeTpos [10].

BapuaHT 3: NeTaoLMI MOBUNbHBIN Y3en 06MEHMBAETCA KBIHTO-
BbIMW KNHOYAMW C HECKONbKUMM KBA3NCTALWOHAPHLIMKL Y3Namu,
AOCT3BAAA H3 HAX KBAHTOBbIM MACcTep-K/toM, 0BLLUMIA ANs BCeil
ceTu. Mocne 3Toro Bee y3Nbl 0OMEHMBAITCA MeXAY COBO0IM AaH-
HbIMY, 33LWNGHPOBAHHBIMM C NOMOLLBIO M3CTEP-KN0Ya. Takum
06pa3om, APOH 1CMONL3YETCA KaK AOBEPeHHbIN y3en CBA3M Mpu

CJ A

O

Nerasoumi woSuneHsH

Puic. 1. BapuaHTbl NOCTPOEHNA CeTN KBaHTOBOTO MHTepHeTa Bewweit ¢ KPK.
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©  CHIKEHWe CTOMMOCTY SKCMAYATaLMM Pa3HOOGPa3HLIX CUCTEM
6aHKa PasNMHbIX MPOU3BOANUTENEA, CTIONb3YIOLMX KPMN-
Torpacuio, 6€3 CHUXEeHUA YPOBHA 6e30MacHoCTY;

® C03/1aHMe CNYYaVHbIX YMCeN ANA PA3NUUHLIX MPUMEHEHUIA
(MWH-KoAbI, 0AHOPA30BbIE KOALI MOATBEPKACHNA, NAPOU 1
Mp.) C NOMOLLbKO KBAHTOBbIX r€HEPaTOPOB.

Kpome 63HKOBCKMX YUpeXACHUiA CepBIUCHI HA OcHoBe ceT KPK
PA3BUBAIOT W TENEKOMMYHUKALUMOHHbIE KOMNaHUW. OHW obec-
MeyMBaloT AN KOHeYHbIX nonb3osarenei 3arpysky K3K s mo-
6unbHble YCTPOVICTBA, UTO M0O3BONAET WMGPOBATL M0Nb30BA-
TeNbCkMe AaHHbIe B Pa3HbIX CECCUAX Pa3HBIMI OAHOPA30BLIMI
Knrovamu.

B HOxHoi Kopee 8 2022 roay 6bin peanni308aH NpOeKT NOCTPOEHAA
cetn KPK Ans 33LUMTbI AaHHbIX, NEPeAaBAEMbIX MeXAY 48 rocy-
AApCTBEeHHbIMK yupexaeHnamm [10]. CeTb Gblna nocTpoeqa Ha
nHdpacTpykType SK Telecom ¢ ncnonb3osaxvem cuctem KPK
npown3ssoacTsa ID Quantique.

B Poccim passuTvie 0TPACAM KBAHTOBbIX KOMMYHUKALWIA MOPYYeHo
OAQ «PX/[». Kopnopauus yxe Heckonbko Nnet (uHaHcupyeT
LUMPOKUIA CNEKTP PaboT MO UCCAGAOBAHWAM M CTAHAPTU3ALUM
B 06n3cT KPK, @ TakKe CTPOWT KB3HTOBYK CeTb Ha OCHOBE
cnctem KPK HECKONbKMX OTeYeCTBeHHbIX Npou3soauTencit.
BaxHo ABMXYLLeit Cunoi pa3suTia TexHonorui KPK 8 Poccun
CTany yHusepcnTeTsbl. Heo6X0AMMO OTMETUTL GObLLION BKN3A B
ncenenosanna KPK v passutne texHonoruin MY umenn M.B.
Nomotocosa, UTMO, MOTU, MUCKC, MTYCU, TYCYP, BLLI3, HOOY
1 HEeKOTOPLIX APYrvX BY308. B YacTHOCTW, B MI'Y € KoHua 2021
roAa hyHKUMOHMPYeT YHUBEPCUTETCKanA KBaHTOBAA ceTh [12], B
TomcKe MAGHUPYETCA CBA3aTb BCE YHWBEPCUTETbI rOPOAA Ha
ocHose cet KPK TYCYP [13], @ Takke ecTb NPoeKT Co3AaHus
AHANOTUYHOW MEXYHWNBEPCUTETCKOM ceTu B MockBe ¢ nepcnek-
TUBOW NOAKNKOYEHNA K MArucTpanbHoit cet KPK PXA.

B 70 e Bpems Bbi3bIB3ET yAMBAGHUE TOT (aKT, YTO POCCUMCKUe
TeNEKOMMYHUKALMOHHbIE KOMNAHUW AOCTATOYHO NOBEPXHOCTHO
BOBNEYEHbI B PABOTLI M0 MCCNBAOBAHMIO NPUKNAAHBIX MPUMEHEHUI
1 BHeApeHuio TexHonornn KPK. BaHkosckas cuctema Poccum
TaKXKe A0CTaTONHO WHEPTHa ~ KPOME OTAC/bHbIX MMAOTHBIX MC-
MITAHUI HECKONbKO N1eT Ha3aA, HUKAKIAX NPY3HAKOB BHEAPEHNA
cuctem KPK noka He 3ameTHO. 3T0 KOHTPACTUPYeT C KUTANCKAM
ONbITOM NP3KTUYECKUX I'IPMMEHEHVIVL

Mpo6nemarunka WwWMUpoKoro
npumenenuna KPK

/0CTaTOYHO 3KTYaNbHLIM BOMPOCOM, CTOALUMM Nepes cooblie-
CTBOM Pa3paboTYMKOB M MONb3OBATENEV CUCTEM 3BLUNTLI UH-
opmaunK, ABNRETCs onpeaeneHne chep NPUOPUTETHOTO Npu-
MeHeHuA TexHonorun KPK. MoxHo BbiAenUTb Cheayiolive Ha-
npasnexua BHeAperua KPK, KoTopble MOXHO 6b1n0 Gbl pa3sueaTh
KaK rPamMoTHbIM pacripeaieneninem pecypcos, Tak 1 NpasubHOM
PerynsTopHoii npuoputesaumeit:

© yHVBEPCUTETbI N 3KAAGMMHUECKIE UHCTUTYTbI:
® K3apbl ANA OCBOGHUA HOBOW CKBO3HOW TEXHONOTMW;
© 33/1en ANA Pa3BITUA KBAHTOBBIX CETet CBA3M KBAHTOBbIX
KOMMIbIOTEPOB;

MHTepHeT n3HyT|

© rOCYA3PCTBEHHbIE MH(OPMALMOHHbIE CUCTEMbI:
®  BbICLIMIN YPOBEHD 33LLMTbI OT BHYTPEHHEro HapyLnTena
1 to6anbHbIX Yrpos;
® VHBECTVLMM B Pa3BUTHE HOBOW CKBO3HOW TEXHONOTUM;
® noaAepxaHue MMAEPCTBa B Chepe 0Ka3aHUA INEKTPOH-
HbIX FOCYCNYT;
®  KpUTUYECKas MHPOPMALMOHHAA MHDPACTPYKTYPa (6aHKK, Te-
NeKoM W KpyrHeiiluime nNposaitfiepbi KOMMEpUYeCckux snek-
TPOHHBIX YCAYr):
®  CHIKEHME PUCKA YTeUKI MePCOHaNbHBIX AGHHbIX;
® pacnpesienéHHbIe U 0TKa30YCTONUMBbIE KPUNTOBHK/ABbI.

YHuKanbHble cgoiicTea KPK B 3HaUMTeNbHON CTeneHu CHKatoT
pycKu V1B 8 3aLLMLLIGEMBIX MHDOPMBLIMOHHBIX CUCTEMAX, NOSTOMY
NOTVYHO, 4TO6bI Nonb3oBaTenu cuctem KPK umenu nocnabnenus
NPV SKCMNYATALMM 110 CPABHEHIIO C NPUMEHEHNEM TPAANLMOHHbIX
cucTem pacnpeaenenus kntovein B CK3W. Hekotopbie rocyaapcr-
BEHHblEe UHPOPMALIMOHHbIE CUCTEMbI, CBA33HHbIE C 06paBbOTKOI
MEPCOHANbHBIX AAHHBIX TPAXAAH, AOMXKHbI ObiTb CHAGXeHb! 33-
wmToi Ha ocHose KPK 6e3ycnosHo!

MOXHO BbIAGATE TaKxKe HEKOTOPbIe TeXHONOTMYeCkye Gapbepl,
He CTONb KpUTUYHbIE B HacToANi MOMEHT, HO KOTOPbIe A0/KHbI
6bITb NpeoAoneHsl B 6avkaniem byayuiem:

® coBMecTHas pabora cermeHTos cetn KPK pasnuuHbix npo-
v3soanTenen;

® 10AKNIOYEHe TOPOACKIAX, KOPNIOPATUBHBIX 1 YHUBEPCUTET-
ckux cetent KPK K maructpansHoi cetw;

® ob6beanHerue ceteit KPK pasanuHomn NpUHaanexHocT (Mex-
ceTesan nepeaaya K3K);

® peanmsauma KPK Ha KOCMUYECKUIA CNYTHUK ANA OXBaTa cep-
BICOM AOCTYNA K KBAHTOBBIM K/ItOUaM YABNEHHBIX PETVOHOB
CTPaHbl ¥ 3apyGeXxHbIX TeppUTOpHiA;

® CHUXEHWe CTOUMOCTW BNAAEHWA MHDPACTPYKTYpPOI ceTei
KPK (apantauyws kK DWDM);

® CHUXeHMe CTOMMOCTI NoakNtoYeHns K cen KPK (yaetues-
nehue cebectonmocty cvctem KPK 1 ygennderve nx npo-
V3BOANTENLHOCTH);

® Da3BuUTHe OTEYECTBEHHBIX TEXHONOMUIA ANA ONTOSNEKTPOHHOM
KOMMOHeHTHoi 6a3bi cuctem KPK.

Bonee noapo6HO BOMPOCI, CBA3aHHbIE C TEXHONOTMYECKMM 1
PerynatopHbIMi 6apbepamu, a Takxe ycTpoitcTeo cuctem KPK v
TUNOBbIE CLIEHAPUN MX BHEAPEHIA onvcakbl 8 [14]. HosocTn no
Teme KBAHTOBbIX TEXHONOTWN, CBA3AHHBIX C peweHem 3aaay
MH(BOPM3LMOHHOM 6E30MacHOCTU, NpeACTasNeHsbl Ha canTe [15].

3aknuvenume

B HacToflllee BpeMsA TEXHONOTA KBAHTOBOTO pacripeaesieHus
K/to4eit AOCTUMNA BbICOKOTO YPOBHA Pa3BUTUA M NONHOCTbIO
roTOBa K NpUMeHeHNo Ha npakTuke. Mpumepsl Kntas n KxHoi
Kopeu AiemMoHCTprpYioT Hanbonee nepcnekTeHble cepbl Npu-
MmeHeHus KPK. TexHonoruyeckuir yposerb cuctem KPK 8 Poccun
JWLLb HEHAMHOTO OTCTAET OT BeAYLUWX CTPAH MMPA. Heobxoanmo
MCMONb30BATb HAKOMNEHHDIA HAYUHbI W TEXHONOTMYECKMIA No-
TeHuman KPK Ans peanu3aumm HoBbIx CepBI1CcoB 6e30MacHoCTY 1
CHIKEHWA PUCKOB B TPAANLIMOHHDIX Chepax npumeHeHnax CK3U
MU LWNDPOBAHUM GONLLIMX NOTOKOB A3HHbIX. B
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KBaHTOBble KOMMYHMKaLUK
KaK HOBbI KBaHTOBbI MHTepHeT

B oblem cmbicne KBaHTOBasA (KOMMYHUKALUNOHHAA) CeTb npea-
CTaBNAET COBOV TEXHONOTUYECKYIO CUCTEMY, BKAIOHAIOLLYIO CPea-
CTB3 W \MHWW CBA3W, NPeAHA3HaYeHHble ANA Nepeaayn KBaHTOBOW
VHOPMALMM. VIHBIMIA C/OBaMM, KBAHTOBaA CETb MPeACTaBARET
€060 N1t06YH0 COBOKYMHOCTb CUCTEM KBAHTOBOM KOMMYHUK3LIMU.
B cuny 37010 B 06LLEM CMBIC/IE MOHATHE KBAHTOBOW CETU HEPa3-
PbIBHO CBA33HO C MOHATVEM KBAHTOBOrO MHTEpHeTa, KOTOpbIil
NpeAcTaenser co6oi robanbHy UHHOPMALIMOHHYIO KBaHTOBYHO
CeTb, B Y3713X KOTOPOI1 hOpMIPYeTCs, 06pabaTHIBALTCA U XPAHUTCA
KBAHTOBAA MH(OPMALIAA, 11 y3/1bl KOTOPOIA CORAVHEHbI KBHTOBBIMM
KaHanamu.

B TaKOM CLIEHAPVIM KBAHTOBbIE CETU MOTYT UCTIONb30BATLCA ANA
obecneyeHun CBA3HOCTI N0BOTO KBaHTOBOTO 060PYA0BaHNA. B
LUMPOKOM CMbICNE KBAHTOBOE 06OPY/AOBaHIE MOXET OTHOCUTLCA
K Tpem 061aCTAM ~ KBAHTOBbIM BbIMMCEHUAM, KBAHTOBOI CeH-
COPYKE 1 CAMMM KBAHTOBbIM KOMMYHIKAUMAM. K 0671aCTu KBaH-
TOBbIX BbIYMCNCHUIA OTHOCATCA KBAHTOBbIE KOMMbIOTEPBI, 1 TOrAA
KBAHTOBAA CETb MOXET MCMONL30BATbCA ANA MOCTPOHNS Pac-
MPEAENIEHHOTO KNACTepa KBAHTOBbIX BbIUMC/IEHHI M3 OTAC/bHBIX
KBAHTOBbIX KOMMbIOTEPOB. K 0671aCTI KBAHTOBOW CEHCOPUKM OT-
HOCATCA P33NANYHbIE AATUUKK, B OCHOBE KOTOPbLIX MCNONL3YHOTCA
KB3HTOBbIE 33KOHbI W ABNEHMUA, OYAb TO KBAHTOBbIE TMPOCKOMbI,
KBAHTOBbIE aKCENIEPOMETPbI WM KBAHTOBbIE Yacbl. B Takom
CAlyae KBaHTOBaA CETb MOXET MCMONb30BATLCA ANA COBAMHEHNA
3T0ro Habopa AATYMKOB B eAVHYI CeTb, Hanpumep, Ans obec-
neyeHVA PacpeAeneHHOro MOHUTOPUHTa U3MEHEHNA COCTORHMA

OKpy»KatoLLeit cpeabl. K KBaHTOBbIM KOMMYHUKALIMAM OTHOCUTCA
060pynoBaHe KBaHTOBOFO pacnpeaeneHus kntouen (KPK), 8
TAaKOM C/ly4ae KBAHTOBas CeTb MOXET NPUMEHATLCA ANA Gop-
MUPOBaHNSA KPUNTOrPahueckuX KAKOHel MEXAY YAANEHHBIMIA
y3namm cetu.

B o6Luem cnyyae B COCTaBe KBAHTOBOW CETV MOXHO BbIAGANTL
cneaytolme 6a3osble eAVHALbI:

® y3Nbl KBAHTOBOI CETH, NPEACTABAAILLME COBOV YCTPONCTBA,
KoTopble 06pabaTbiBaloT KBAHTOBYH MHMOPMAUUIO (HaNpu-
Mep, KBaHTOBbIE KOMMBIOTEPbI), U CBAI3aHHBIE C HUMM KBaH-
TOBbIE NPUEMHUKW VI/VIHM KB3AHTOBbIE NEPeAATUMKN;

Y3Nbl KBAHTOBOI CET C KBIHTOBLIMY NOBTOPUTENAMM, KO-
TOpble NPeACTaBAAIOT COBOM KOMINEKC YCTPOACTB, Pacnono-
KEHHbIX B OAHOM MNN HECKONbKMX Y3N1aX KBAHTOBOI CeTy,
NPeAHA3HaYeHHbIX ANA PETPAHCAALMMA KBIHTOBOTO CUrHana
MOCPeACTBOM pacripeaeneHits KBaHToBOM 3amyTaHHOCTU
KBaHTOBOW TenenopTauum;

Y3/1bI KBAHTOBOIA CETY € KBAHTOBLIMM POYTEPAMY, NPEACTaB-
NAoLMe 06OV KBAHTOBbIE MOBTOPUTENM, KOTOPbIE MMEIOT
HeCKO/bKO BXOAOB W/MAM BbIXOAOB 1 06eCMeunBaioT BO3-
MOXHOCTb MApLUPYTW3aLWN KBAHTOBbIX CUFHANOB;

y3nel KBAHTOBOI CETH C ONTUYECKUMN KOMMyTaTopamu unm
ONTUYECKUMI 06BEAVHUTENAMM, KOTOPbIE MPe/iHA3HAYEHb!
ANS NOCTPOEHUA DU3MYeCKorn MHDPACTPYKTYPLI Nepeaaun
KB3HTOBbIX CUTHANOB;

KBaHTOBbIE KaHa/lbl 1 KNACCUYeCKMe KaHasbl;

CUCTEMa YNPaBNeHWUA I MOHUTOPUHIA KBAHTOBOW ceTH, 06ec-
NeYMBAIOLIAA MOHUTOPYHT CTATyca I ynpasneH1e y3namu
KB3HTOBOW CETW M BXOAALUMMM B HUX YCTPONCTBAMM.

MarvcrpansHisii cerment

KBaNTOROM Nlepepa it

MarucTpanbu censent
KBaHTOBOM nepesaiA

~
Marverpanssuii cerment .
KBaHToROM nepeai

Y3/1bl KBAHTOBO CETH:

KeawTosbii nepegarnk KeanTosbiit
Wt npewHi noeTopuTens

WousK wisoEs WIIADY >
anaualoness en >0dues

Kowanst
. wapupyTvsaua

Cucrema ynpasnensn
umoNMTOpUMTa

KeaHToB0M CeTbi

Konaras
apupyTHsaUN

3anpoc Ha sauHoRecTaMe
 ApyrM KarTOBEM yanon

OnTuueckmin
KOMMyTaTOp

OnTuyeckuin
obbeanHuTens

KearTosbii
poytep

Puc. 1. MPUHUMNNANBHASA CXeMa NPOU3BO/IbHOI KBAHTOBOW CETV CMELUAHHOI Tononorim

(C KBaHTOBLIMY NOBTOPUTENAMM 1 ONTUYECKMMI KOMMYTaTOPal

Mu/obbeanHUTeNAMM).
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Ha nyTn K KBaHTOBOMY
UHTepHeTy

Bnaaumup Eropos

AHHoTauuA:

KOMMYHUKBLMOHHBIE TEXHONOT MM NEPBLIMY 113 «KBAHTOBOM TPUALALI» (B KOTOPYIO BXOARAT T3KXE BbIUUCACHWA 1 CEHCOPbLI) NOA-
XOAAT K YepTe MPOMBILUAEHHOTO BHEAPEHWA: 3arlyCKarTCs NEPBLIE MarkcTpasibHble KBaHTOBbIE CeTV. CAeayiolmmM Warom ANA
VHAYCTPIAW CTEHET CO3aHMe KBaHTOBOIO VIHTEPHETS, KOTOPLI 0GbEANHNT KaK aboHEHTOB-A0Ael, Tak 1 00bekTbl ViHTepHeTa Be-
wen. Ho Ans 3T0r0 NPUAETCA CHAYaN3 PELLMTL TEXHONOMMYECKYID 33434y MUHUSTIOPU33LUMM CUCTEM KBAHTOBOM KOMMYHUK3LMM

Kniouesble cnosa:
KBAHTOBbLIN VIHTEPHET, KE
HOTOHHbIE MHTErPasibHbi

e CxeMbl, VIHTEpHeT sewlent

TexHonorum KBaHTOBbIX KOMM\/HVIKELIMIZ NPOYHO BXOAAT B Hawy
KW3Hb. ELIE NATH3AUATL NeT Ha3aj 370 HanpaeneHve 6bino 8
HaLLen CTPaHe 3K30TUYECKMM, NPO Hero 3Hana NLlb FopCTKa cne-
LMANMCTOB B HECKONBKMX HAYHHbIX LIeHTPax. Ceroans B8 Poccum oHn
BXOASAT B YUC/O NPYOPUTETHBIX KCKBO3HBIX» TEXHONOMWI [1], KOTOpblE
onpeAenAT HayuHoe Gyayliee CTpaHbl.

KBaHTOBaA ceTb — TexHonoriieckas CUCTEMA, BKNOYIIOLLRA TeX-
HIYECKME CPeACTBa (PACTIONOXEHHbIE B €€ Y3NaX) N NAHUM CBA3IA
(KB3HTOBbIE U KKNACCUYECKUE» KaH3Nbl), NPeAHA3HAYeHHble ANs
nepeAauy KBaHTOBOM MHHOPMALMK. KBAHTOBbIE CETU MOTYT peanii-
30BbIBATb OAHY U3 ABYX DYHKLI: Nepenaya MH OpMaLM (Hanpumep,
C NpUMeHeHnem KBaHTOBOW TenenopTauum nam CeepxnnoTHOro Ko-
AVIPOB3HWA) U 33Tl MHOPMALMM (C MOMOLLLIO MPOTOKON0B
KBAHTOBOrO PACrpeseneHus KAYel WA KB3HTOBOW MOAMMCH).
CeTv nepeaayi KBAHTOBOH UH(OPMALIAN NPEACTABAAIOT MHTEPEC B
nepByto 04epesb ANA 06MeHa AGHHBIMM M0 BO/IOKOHHO-OMTUHECKVM
KaHanam Mex/ay KBaHTOBLIMI KOMMbtoTepamu. Takvim 06pasom, 8
GyAyLLEM V3 HAX YAACTCA COCTABUTB KNACTEPbI, KOTOPbiE MO3BOAAT
A0OWTLCA NOBBILLEHWSI COBOKYMHOW MPOV3BOANTENLHOCTU U 06ec-
neynTs reorpaduieckit pacrpeaenexHyto 06paboTky vHbopmalmm.

Haubonee paseutoil cy6TeXHONOMVEN ABNSETCA KBAHTOBOE pac-
npeaeneHvie kntoden (KPK). E€ cyTb cOCTOWT B reHepauum u
Pacchinke MexXAy Mapoii aGOHEHTOB CMMETPUUHBIX CEKPETHBIX
K04, UCTIONb3yembiX ANA LM(POBAHIA, C MOMOLLBIO OAMHOUHBIX
(OTOHOB — KBAHTOB CBET — 110 ONTUYECKOMY BO/OKHY MM aTMO-
cepHomy KaHany. KBaHTOBble CBOMCTBA (DOTOHOB (HEBO3MOXHOCTL
WX Pa3QleNATb, KNOHWUPOBATH MW MOBTOPHO U3MEPUTL) FaPaHTUPYIOT
TAKOMY KaHaNy 3aluty OT NOACNYLUMB3HWA; NerMTUMHbIe NONb-
30B3Te/M OGHAPYKVBAIOT BMELLIATENCTBO B HETO 110 POCTY YPOBHSA
oLwMEOK Npu nepeaaqe coobLeHmit. OTeyecTeeHHbIe KOMMepYeckvie
KomnaHu, Takue kak 000 «CMAPTC-KsaHTTenekomy, yxe npea-
aratoT nepeble PbiHOYHbIE MPOAYKTHI 8 06nacTn KPK. OAO «Poc-
CUIACKIIE XKenesHble A0POri», ABNAIOLLIEECA ONePaTOPOM «AOPOXHOMN
KapTbi» MO Pa3BUTHIO KBIHTOBbIX KOMMYHMK3LMIA [2], co3Aa&T oc-
HOBaHHbIE Ha 3TUX pelLieHnAX MarucTpanbHble cetn KPK, coeau-
Huelve CaHKT-Metepbypr, Mockey v HuxHuin Hosropoa. B 2024
1oAYy NNHUPYeT MPOANWTL UX Ha tor 40 Coum Yepes PocTos-Ha-
J\OHY 11 Ha BOCTOK A0 EkaTepunbypra yepe3s Kasakb [3].

TO8bIE KOMMYHVKALIMM, KBaHTOB3RA PACCHINKE KAOMET,

Pazsutue TexHonorm KPK 8 Poccum 8 LIENOM NeXUT B pamKax
MUpOBbIX TeHAeHUMt: 8 Espone, Kutae, CLUA u pape Apyrux
CTPaH NepBbIM LLIArOM TOXe GbI/10 CTPOUTE/NICTBO KBAHTOBbIX Ma-
ructpaneir. OAHAKO MOXHO CKa3aTb, YTO B MOCAeAHee Bpems
BEKTOP HAY4HOro pasBuTuA B 0613aCTV CMECTUNCA HA NONb30B3-
TeNbCKme YCTPOMCTBA U NPUNOXEHUSA. Y 3TOFO eCTb ABe NPUYHDI.
C OAHOW CTOPOHbI, TEXHONOMMYECKN MArUCTPanbHble cUcTembl
KPK A0CTUIN CB0EO6PA3HOTO «HACbILLIEHA». [OCKONBKY B KBAH-
TOBbIX CETHX HE/b3A MCTI0Nb30BATb MPUBBILHLIE ANA TENEKOMMY -
HUKaALUIA YCUANTENM, CKOPOCTb KBAHTOBOW PACCLINKM KAtouein
3KCTIOHEHLMANbHO MAAAET C PACCTOAHNEM. U XOTA 8 NaGOPaTOPHbIX
YCAOBUAX YAAN0Ch NEPeAaTh KBAHTOBbIE KAKOUH 110 ONTUYECKOMY
BONOKHY H3 P3CCTOAHWA Bonee 1000 KM [4], B peanbHbix ceTax
[OCTaTOuHble ANA NPAKTUMECKMX MPUNOXEHNiA NapameTpel ne-
pesjayy 06ecreynBaloTCA Wb Ha MPONETaX MPOTAKEHHOCTbIO
0T 50 A0 150 KM. C APYrOif CTOPOHBI, 13 3TOTO CAlGAYeT, YTO AaNb-
Henwan soniouma TexHonorun KPK (8 Tom uncne cHkenne
CTOVUMOCTY U3/AENWIA, OCTAIOLLIEICA OAHVM U3 TOPMO3ALLIMX OTPAC/b.
dakTopoB) 6yaeT 06ecneunBaTbea 33 CYET MACLITaGUPOBAHNSA:
MOAKMOYEHNA BCE HONLLUETO YMCA KaK MOXHO Gonee pazHoob-
PazHbIX 3BOHEHTOB.

Kak noctpontb KBaHTOBbIN
WHTepHet?

CeroAHs roToBble K NPOMBILLAEHHON SKCMAYaTaLNM 1 NPOXoAALLMe
CepTUDUKALIIO MArUCTPanbHbIe crcTembl KPK npeaHasHadeHbl Ans
MOHT3a B CEPBEPHbIE CTOMK V1 IMEIOT COOTBETCTBYHOLLIME raGapUTh,
CP3BHMMbIE C PAa3MEPaMM MATUCTPANbHbIX LUMGPATOPOB. [N TOro,
4To6bI CAeNaTL TexHonorvio KPK mo-HacTosLemy MaccoBoii, no-
TpebyeTcA MpoBecTU MIUHWATIOPWU33UMIO, Pa3PaboTaTL PelUeHis
ANA PI3MELLIEHNS HA PABOUNX CTONAX aBOHEHTOB, Ha MOABIKHBIX
nNaThopmax (8 TOM Ycne GeCINNOTHBIX TPAHCMOPTHBIX CPEACTBAX),
a8 ONTOCPOYHON MepcrneKTvIBe MoHaA0BATCA petlieHs Ana BIMNA
W N3Xe ANA YCTPOIICTB, HOCUMBIX YeN0BEKOM (H3 OTAENbHOM HO-
CUTeNE WM VHTErpUPOBaHHbIE, HANPUMEP, B CMAPTAOH). BbinonHeHve
3TIAX 33134 03HaMEHYeT NePeXoA K KBAHTOBOMY MHTepHeTy.
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CeTn KBAHTOBOrO pacnpeaeneHus
KNl04Yeln - HOBbIV YpOBEeHb CepBUCOB
NHpopmaLnoHHOM 6e30nNacHOCTH
HauuoHanbHoM ceTn NHTepHeT

Braanmmp Envcees

AnHoTaumMA

B CTaThe A310TCA OCHOBHBIE NOHATYR TEXHONOTMI KBAHTOBOTO pacipeaeneHns kwden (KPK) n Heolxoanmbie NOHATUA KBAHTOBO

WHHOPMATUKIA, [EPEUNCRIOTCA OCHOBHBIE OCOBEHHOCTY TEXHONOTUM, OTMEYBIOTCA BOSMOXHOCTH U OF
3B1TA TEXHONOTUN M OTMEYAIOTCA B8 OCHOBHbI BEXW BBOAWTCA NoHATUe ceTu KPK 1 KOHUENLMM A0BEpeHHbIX

AUTCA UCTOpUA

MYeHnA. KpaTko npueo-

MPOMEXYTONHBIX Y3/108. PACCMaTPUBAETCA BOMPOC WHTErpauvn ceTei KPK 8 MHAPACTPYKTYPY COBPEMEHHBIX TENEKOMMYHNKE-
LMOHHBIX CeTel. [leMOHCTPUPYETCA MUPOBOV YPOBEHL TEXHONOTMYECKUX AOCTVKeHWI cucTem KPK v nokasuisaiotca Gavxaniiuve
MepCnexTVBbL. VICCAGAYIOTCA BO3MOXHOCTY, NPeAOCTaB/AembIe HOBOIN TEXHONOUEN, OTMEUIOTCA CYLLIECTBYIOLLME TeXHONOT MY~
CKie U perynAaTopHble 6apbepsl Ha NYTW e LUMPOKOro BHEAPEHUA

Kniouesble cnosa:

KBAHTOBOE PACNPEALNCHIE KNOHEN, KBBHTOBAS MH(OPMATVIKS, KB3HTOBAS KPUNTOrPa(uA, KBAHTOBbIE KOMMYHUKALMN

BBepeHue

KBaHTOBOE pacnpeaeneHve KA4el B MA3He AOCTUMHYTOrO
NPaKTIYECKOTO PE3Y/IbTATa ABNACTCA OAHON U3 HaUGonee yC-
MeLHbIX TeXHONOTWI BTOPOiA KBaHTOBOW peontouvn. Mepsasn
KBAHTOBaA PEBONIOLYS, NOC/IEA10BABLLAA 33 OTKPLITUAMM KBAH-
TOBOW MeXaHWKM B Hayane XX BeKa, xapakTepusyerca nossne-
HUEM TEXHONOTWI, OCHOBAHHbIX Ha rPYNMOBbIX KB3HTOBbIX (-
ekTax. Haubonee ApKUMI NPEACTABUTENAMU TPYNMNOBbIX KBIH-
TOBbIX 3(HEKTOB ABNAAOTCSA Pe3KUMU SAEPHOro pacnana u
C1HTE33, 3 TaKXKe MONYMPOBOAHNKOBAA 3NEKTPOHMKA 11 Na3epl.
BTopas KBaHTOBasA PeBONKLMA HIYaNACh B KOHUE XX BeKa B
npouecce u3yyenns 3hheKToB, BOSHUKAIOLUMX MPU B3aUMO-
AeWNCTBUN OTAENbHBIX KBAHTOBbIX YaCTUL. 3TH 3 dekTbl chop-
MWPOBaNV NOHNMaHWe o KBAHTOBO MHCbDPMETMKE ~ Hayke o
MpeACTaBNEH 1 NPeobpa30BaHUN UHPOPMALUM B KBIHTOBBIX
cucTemax. MpUHATO roBOPUTL O TPEX KUTAX BTOPOI KBAHTOBOM
PEBONNOLNN: KBIHTOBBIX BIMMC/IEHIAX, KBAHTOBbIX CEHCOPAX 1
KBAHTOBOM pacripesieneHnm kntoyeit. B Poccuut 3Tv TexHonornm
Pa3BKBalOTCA B LieHTpe KBAHTOBbIX TexHoNOTUI MIY [1] 1 He-
CKONBKMX APYTNX CMEeLnann3MpoBaHHbIX HayUHbIX LIeHTPaX.

B NepeyncNeHHbIX HANPABNEHUAX PA3BUTUA KBIHTOBbLIX TeX-
HONOTWI NPOU3BOAATCA NPeobPa30BAHNA W U3MEPeHUs oT-
NeNbHbIX KBAHTOBbIX 4acTul. Aanee byaem paccmaTpusath
KBaHTOBOE pacnpeaenerue knwyen (KPK), no-aHrAnnckn Ha-
3biBaemoe quantum key distribution (QKD).

KBaHTOBOE pacnpeseneHmne KAUen TakxKe MHOMA3 Ha3biBaT
KBAHTOBOW KpUNTOrpaduen, XoTa B AeMCTBUTENBHOCTH COOCT-

BEHHO KpunTorpaduyeckne npeobpasoBaHNA COBEPLIAKTCA
TPAANLIMOHHBIM CMOCO60M, 6e3 MCMONb30BAHNA KBAHTOBbIX
3¢ dekTos. OCHOBHOWN 33AakeN, petaemon TexHonorven KPK,
ABNAETCA CO3A3HNE 06N€r0 CeKpeTHOro KNK4a y ABYX B3an-
MOAEIZCTB‘/IOLL[VIX CTOPOH, 4TO TPAANUMOHHO HA3bIB3IETCA pac-
npeaenexnem Knou4a. ANA 3T0ro MCNONb3yeTCA Nepeaaya uH-
GOpM3LNY, NPEACTIBNEHHO B HOPME KBAHTOBbIX COCTOAHMIA.
0co6eHHOCTAMM KBAHTOBOIO NPEACTIBNEHNA UH(DOPMALINN AB-
NAKTCA HEONPeAeNEHHOCTb Pe3ynbTaTa eé YTeHWA U Paspy-
LeHve NPK YTeHUN NCXOAHOTO KBAHTOBOMO COCTOAHWA, HeCyLLero
nHGOpMaLmIo.

C TOYKM 3peHms pU3MKW, NPOLIECC YTEHWA ABNACTCA U3MEPEHUEM
BENMYMHBI TOTO UAN UHOTO CBOMCTBA dpMBM‘(ECKOI'O HocuTens
vHdopmaumu. Hanpumep, HanpasneHne UAM BEAUUYMHA HA-
MarHu4eHHOCTM M3MEPACTCA MU XPaHeHUn UH OpMaLMK Ha
MarHWUTHbIX NeHTax UK Anckax. Mpu nepeaaye INEKTPUYECKNX
CUTHANO0B MO METaN/MHECKUM MPOBOAAM W3MEPAETCA CANa
TOK3, 3 Npv nepeaaye ONTUYECKUX CUTHINOB U3MEPALTCA UX
WMHTEHCUBHOCTb, TO €CTb MOLLHOCTb. MHOFO@OTGHHNX MMNYNbCOB.
Knaccuyeckue curHansi X3pakTepulyet UAGHTUYHOCTL NpU-
HATOW, TO eCTb MOAYYEHHOI B pe3ynbTaTe U3MepeHus, u ne-
peAaHHou UHhopMaLUK. NPy 3TOM MOLHOCTU CUTHANOB AO-
CTaTO4HO ANA TOro, 4TOObI UX U3MepeHnA NPaKTUYeckn He
BAMANM H3 C3M CWTHAN: er0 MOXHO MHOTOKPaTHO M3MepATb
M0 MapLpyTy PacrpocTpaHeHusn. KOHeYHO, Ha pe3ynbTaTt u13-
MEepeHUA MOryT BAUATL NOMEXU B K3aHane, 0AHAKO Npu npu-
EeMNeMOM COOTHOLeHUN CMI'HEI\/I.IJVM C MOMOLLbIO KOAOB MC-
MPaBAeHNA OWNBOK MOXHO rapaHTUpOBaTh 6e30Lnb04HYI0
nepesayy onpeAenéHHoro KoANYecTsa MHHOPMaLUm B eAVHULY
8pemeHm.

MHTepHeT U3HYTPH ¢
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BaxHo 0TMeTUTb, uTo ceroaHsa cuctembl KPK Ana noctpoexus
MKC HaxoAATCA Ha OYeHb BLICOKOM YPOBHE rOTOBHOCTH TeXHO-
NOTUM, O YeM CBUALTENLCTBYET NOABAEHNE NEepBbIX CepTdMLIN-
POBAHHbLIX pelleHnit. VIMeHHo NO3TOMy C Lenbio onpeseneHns
OCHOBHbIX MOAXOAOB K PA3BUTUIO CUCTEMbI HOPMATUBHOTO pery-
NnpoBanua B Poccuiickoi Deaepaumm oTpacai KBaHTOBbIX KOM-
MYHVMKaUWiA pacnopskeHnem npasutensctea Poccuickon Oe-
[AlepaLmny oT 11 MionA 2023 1. N° 1858-p 6bina yTBepkAeHa «KoH-
uenuus perynupoBaHna 0TPACAW KBAHTOBbIX KOMMYHUKaLWI A0
2030 roaa» (Aanee — KoHuenuws), onpeaensioLas HanpasneHus
Pa3BUTMA NPABOBbLIX MEXAHN3MOB MHTErPALMKU KB3HTOBbIX KOM-
MYHUKAUMI1 B CYLLECTBYIOUIME CETI CBA3M, 3 TAKXE TeHACHLMM
33KOHOAATENLCTBA B Chepe MHHOPMILIMOHHOI 6e30MacHoCTH, B
TOM Y/iCNe B OTPACAU FOCYAAPCTBEHHOTO (MyHMLMNANLHOTO)
YNPABNEHNA, KPUTUYECKOI MHDOPMALIMOHHON MHDPACTPYKTYPbI,
TP3HCMOPTHOM 1 NPOMBILLNAEHHON 6E30M3CHOCTM, KOCMUYECKON
[NeATeNbHOCTI, 6e30MacHOCTV 63HKOBCKUX CTPYKTYP. Mpu 3ToM B
KauecTse 0AHOIA 13 33434 KOHLENUWM BblAGNAETCA HEOOXOAUMOCTL
NOAAEPXKKMN OTeYECTBeHHbIX HDOVBBUAMTEI\EVI Ana obecneyenns
TeXHONOrnyeckoro cysepenuteta Poccuirckont Gepepauuun 8
06N1aCTV KBAHTOBbIX KOMMYHIKALIMIA.

Heo6x0AMMOCTL NPAKTUYECKOTO PA3BIUTIASA TEXHONOTUN KBIHTOBOTO
pacnpeneneHus Knoyein oTmeyaetca u B «CTpaterun passutua
OTPAC/W CBA3M A0 2035 roAa» (Aanee - CTpaterus), yTBEPKACHHOM
pacnopskeHrem npasuTensctea PO o1 24 HoaGpa 2023 . N°
3339-p. B 4aCTHOCTY, B PAMKax NepBoro 31ana peanusaunmv CTpa-
Teruy 8 Nep1oa C 2023 Mo 2030 O/ NPeAYCMATPUBALTCA CO3AAHME
YCNI0BUIA ANA NPEAOCTABNEHNA YCAYT C UCMONb30BAHNEM TeXHO-
\0TUK KBAHTOBOrO pacnpeaeneHns KAtoyen 1 ee BHEApeHue ¢
MPYMEHEHMEM POCCUICKOrO 060PYA0BaHNA B MHTEpecax rocy-
A3PCTBEHHOTO CEKTOPa U KOPNOPaumit.

Mo onbITy 3aBTOPA CTaTbK, NOCAE TAKOTO MHOr006pa3NsA UHbOP-
MaunK Aaxe Y CamblX NOArOTOBNEHHbBIX cnyujaTeneﬁ BO3HWKaeT
MHOXECTBO BOMPOCOB O TOM, ANA YEro MMEHHO AOMKHbI MC-
NONb30BATLCA KBAHTOBbIE KOMMYHWUK3aUWUW, Kakomn peaanbM
CTaTYC rOTOBHOCTU TEXHONOTUM K ee MBCI.UTEGHOMY NpUMEHeHUto,
CBA33HbI I KAK-TO KB3HTOBbIE KOMMYHWKALUUW N KB3HTOBbIE
BLIUMCNEHUA MeXAY CO6OM, OrPaHUUMBAITCA NN KBAHTOBbIE
KOMMYHUK3LMU TONbKO pacnpeaeneHvem KN0YeR UK MOXHO
NocTponTL KBAHTOBLIN MHTGPHET MeXAY KB3IHTOBbIMU KOMMbHO-
TEpamu Mo aHaNOTUM C TeM, K3K Ceiyac 06bI4HbIE KOMMbITEPLI
COeAVHeHbl MeX Ay Co60i Mo VHTepHeTy. OTBETbI Ha 3TU BONPOChI
GyAyT PAcKpbITLI B MOCAEAYIOLLMX PA3AENAX CTATbM, 4TOGLI M03-
BONWTb YMTaTeNIO ChOPMMIPOBATE MOHMMAHIE TOTO, YTO KBaHTOBbIE
KOMMYHWUK3LUM 3TO 11 CETU KBAHTOBOTO PacrpeAeneHns Knyei,
W HOBbIV KBAHTOBbIV MHTEpHeT.

Ba3oBble NOHATUA B 0613CTU
KBA@HTOBbIX KOMMyHVIKaLWIl’I

B ceHTAbpe 2023 rofa B8 Poccun Obin CAGN3H Mepebliit War 8
06713CTI CTAHABPTU3ALMM TEXHONOTAM KBAHTOBbIX KOMMYHIKA-
Uwii ~ MOABMAMCH NepBble MPeABApUTENbHbIE HALMOHANbHbIE
CTaHAapPTLI (MHCT) B 0613CTU KBIHTOBbIX KOMMYHWKALMIA U KBAH-
TOBOTO VIHTEPHETa BelLLielA, KOTOPble BBOAAT TEPMUHbI 1 Onlpee-
NeHus, a TaKxKe OMMCHIBAIOT 06LUne NONOXKEHNA B AJHHBIX NPeA-
METHbIX 0613CTAX [2-5]. Y UMEHHO B A3HHBIX AOKYMEHTaX KpOeTCst
OTBET Ha BOMPOC, YTO Xe Takoe KBaHTOBble KOMMYHMKaLMA 1
T/A€ HaXOAATCA TPaHNLIbI PUMEHVMOCTY AHHON TEXHONOTUM.

TexHonormA 8 AeTansx

B cootBeTcTBMM C ynomaHyTeiMm MHCT KBaHTOBbIE KOMMYHUKaUMN
npeAcTaBAAtoT coboi nepeaady UHHOPMALIMK NOCPEACTBOM Npsi-
MOV NepesayM KBAHTOBbIX COCTORHWIA N NOCPEACTBOM KBAHTOBOM
33aNYTaHHOCTW. MHbiMK CNOBaMU, K KBAHTOBbIM KOMMYHUK3aUMAM
OTHOCATCA BCE METOAbI U CNOCO6bI HOPMUPOBIHUA 1 Mepenayn
MHBOPM3LMY NOCPEACTBOM (DU3NYECKIX CUCTEM, OMUCHIBAEMBIX
3aKOHAaMMW KBAHTOBOW MHGHOPMATUKM. M Takum 06pasom Mbl
MOXEM FOBOPUTL O KBAHTOBOM MHGBOPMAUUM — MHbOpMaLW,
NPeACTaBNeHHON B BUAE COCTOAHWI KBAHTOBOW CUCTEMBI.

Kak 1 B cyyae ¢ KNACCMUeckumm CcricTemMamm Ceasu, ANs nepeaasdv
KBAHTOBOWM MH(OPMALIMYU HEOBXOAMMbI KaHanbl cBA3n. W 3aech
MOABNAETCA PasAeneHme Ha KNACCUJeckie KaHa/bl 1 KBaHTOBble
KaHanbl. M0/ KNBCCUYECKUM KaHANOM CBA3Y MOHVMAETCA KaHan
CBA3W, NCNONb3YeMbIA ANA 06MeHa MHbOpMALIeN, 33KoANPO-
BaHHOM B (hOpMeE, KOTOPast MO3BOAAET MPOUMTATHL U BOCMIPOK3BECTU
ee 06paTUMbIM HepaspyLuaowmm o6pasom. B ceoto odepeas,
KB3HTOBbIV K3HAaN NPeACT3BAAET Co60 K3HAN CBA3M ANA Nepeaayu
'KBAHTOBbIX CUTHANOB, TO CTb CUTHAN0B, ONMCLIBAEMbIX COCTOAHMEM
KB3HTOBOW CCTEMbI (KBAHTOBBIM cocTosHMEM). 1Py STOM NOAXOAbI
K OMMC3HMIO CAMOTO KBAHTOBOIO COCTOAHMA TAKXKe MOTYT OTAUYATLCA
8 33BMCUMOCTM OT TUNA KBAHTOBOI cuCTembl. Habonee yacto
NPV ONWCAHWM KBAHTOBBLIX COCTORHMI Peyb UAET 0 Kybute, Ag-
NAOWWMCA eAUHULER KB3HTOBOW MHGDOPMALMM. ITa eAnHWLA
Peanu3yeTca ABYMA COCTORHUAMM KBAHTOBOW CUCTEMBI, HAXOAR-
LLeNCA B OAHOM M3 COCTORHWIM UAM B CYNeprnosnuinm o6omx co-
CTOAHNA. OAHAKO B 60Nee CNOXHBIX CUCTEMAX MOTYT MCMONb30-
BaTLCA KYAWUTHI, KOrA3 €ANHWLA NPeACTaBNEHNA KBaHTOBOW UH-
hopmaLIM peanu3yeTca cpasy HECKONbKUMI COCTORHMAMM KBaH-
ToBOM cucTembl (d-cocTosHui, rae d - Mpou3BoNbHOE Lenoe
uncno Gonblue 1; Npu d = 2 KYAUT ABAAETCA Ky6UTOM).

TMOCKO/bKY B KBAHTOBbIX KOMMYHMKAUMAX MCNONb3YIOTCA ONTY-
Yeckne KBIHTOBbIE COCTOAHMA, TO ANA NEpPeAadn KBAHTOBbIX
CUTHANOB MOXET MCMONb30BATLCA K3K CTaHAAPTHOE Tenekom-
MYHVKALWOHHO® ONTUYECKoe BONOKHO, TaK 1 aTMocdepHble on-
TUYeCKME KaHa/bl CBA3W. BAaXHO OTMETUTb, YTO B TeKylWi
MOMEHT Ha NPaKTWKe ANA MepeAdyuy KBaHTOBbIX COCTORHMI B
BONOKOHHO-ONTMYECKNX NIMHUAX CBA3W MPUHATO MCMONb30BATL
0TAeNbHOe ONTUYECKoe BONOKHO, B KOTOPOM HeT ApYruX Knac-
CUYECKNX CUTHANOB — TaKOe OMTUYeCKOe BONOKHO MPUHATO Ha-
3bIBATb TEMHBIM BONOKHOM.

Mepenayy KBaHTOBOW MH(OPMALMM OCYLIECTBNAET KBaHTOBOE
o6opyaoBaHue, npeAcTaBAAioLLee C060i 060pyAOBaHME, KtoYe-
8ble DYHKUMOHaNbHbIE MPOLECChI KOTOPOTO OCHOBAHbI Ha WC-
MONb30BAHNN KBAHTOBbIX 33KOHOB U ABNEHUIA. I'Ipm 3TOM B KBaH-
TOBbIX KOMMYHUK3UUAX Yalle BCero peyb MAET 0 KOMMYHUKa-
UVOHHOM KBaHTOBO-ONTUYECKOM 060PYAOBaHNM KaK NoABMAE
KB3HTOBOTO 060PYAOBAHIAR, UCMONb3YIOLLEM KBAHTOBbIE CBOMCTBA
CBeTa ANA 06pabOTKM, XPaHeHWA 1 nepeaayn nHdopmaumm. Kak
MPaBuUNO, & TaKOM 0GOPYAOBAHIM MOXHO OAHO3HAUHO BbIACANTL
KBaHTOBBbIN nepeaaTymk (0TnpasuTens), obecneursatoLLmil npy-
roToBNEHWe 1 NepeAayy KB3HTOBbIX CUrHAN0B, A TaKXe KBAHTOBbI
npuemnuk (Monyyarens), obecneynsatoLuuil npruem 1 06paboTky
KBAHTOBbIX CUTH3/I0B. PV 3TOM MeXAY STUMM ABYMA MOAYNAMMU
ANA UX GYHKUMOHMPOBAHNA HEOBX0AMMO 06ecneynTs Hanmnume
KBAHTOBOTO KaHa/a, ClyKeGHOTO KNAaCCUYeckoro KaHana 1 KaHana
CUHXPOHMU3AUNK, UCNONb3YEMOro ANA NEpeadyn KNICCUYeCKnx
CUTHAN0B CUHXPOHI3ALMN MEXAY KBAHTOBLINMM MepeaaTHnkom
W NpUEMHUKOM. MMeHHO Takas KombuHaLma o6opyaoBaHus U
KaHaNoB CBA3N NONYYNNA HA3BIHWE CMCTEMbI KBAHTOBOI KoM=~
MyHUKaUMK.
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O6MeHe KBaHTOBBIMY K/IOHaMM MEXXAY HECKONbKVMMA MOABIKHBIMIA
CTaHUMAMM. TIPUMep: APOH MOANETAET K 6eCNOTHOMY TPY30BMKY,
OBMEHIMBAETCA C HUM KBAHTOBBIM K/I040M K1, 3aTem nepemelLiaeTca
KO BTOPOMY GECNUNOTHOMY TPY30BUKY U OOMEHMBAETCA C HUM
KB3HTOBLIM K/t04OM K2. 3alndpoBas XpaHALLMICA B MAamMATH
APOHA KAtoY K1 ¢ MOMOLbIO CeCCUOHHOrO KAtoua K2, ApoH
nepenagt ero rpy3osuKy. B pesynbrare o6a rpy3osuka cmoryt
OpraHI308aTh 33LUMLLEHHBI OOMEH A3HHBIMM C IPUMEHEHMEM
K1, KaK ecnm 6bl OHYM GbInK COeAMHEHbI KBAHTOBbIM KAH3NOM.

BApUAHT 4: aHANOMAYHO BAPUAHTY 3, HO C UCMIONb30BaHNEM CTa-
LMOH3PpHbIX y3N108. Mpumep: 6eCnUAOTHbIN rPy308IK 06MeHMBa-
©TCAl ABHHBIMM C 3/1EMEHTAMI YMHOM A0POTY, 0GbeANHEHHbIMM
8 ceTb. KBAHTOBbIE K/IOUA MOTYT MPUMEHATLCA ANA 33LLMTLI
KaHana ynpas/eHns v NPy NOAAEPXAHNM CEaHCa BUAGOCBA3N C
YCTaHOBNEHHBIX H3 TPY30BMK Kamep [11]. Apyrum npumepom
MOXET CAYXKNTb 06MEH KBIHTOBBIMW KNHY3MU 1 3aLLM(POBIHHOM
VMW MHOPMBLIMEN C MOMOLLbIO CMYTHUKA. Takas BO3MOXHOCTL
6biNa NPOAEMOHCTPIUPOBaHA KuTaem: nepeblit B Mipe CNyTHIK
KBaHTOBOW cBA3M «Mo-Li3bi» (Micius) coeauHun obcepsatopun
8 Bete v MekuHe [12].

BEDVIEHT 5: NOABMXHbIE a6oHeHTbI No uenovke obmeHuBaOTCA
KBAaHTOBLIMM K/NIOYAMN 1, 3aTem, AaHHbIMM. Mprmep: obmen
A3HHBIMU MeX Ay 6eCNMNOTHBIMW ABTONOE3A3MY, CASAYHLLIMMA
KONOHHOW APYr 33 APYrom.

Bce BbilLenepeyncaeHHble NpumMephbl 06beAUHALT TO, Y4TO ANA UX
peanu3aumn TpebyeTca eamnHbIi HAGOP TEXHONOMMI: TeNeCKoNn-
eckue CACTeMbI ANA MePEAaYM KBIHTOBbIX CUTHA/IOB M0 BO3AYXY,
HOBbIE apXUTEKTYPbI 630NacHOCTI ceTel NHTepHeTa Bellei Ha
0CHOBE CHMMETPUYHBLIX Ktouel (ceiyac 8 loT npumeHskTcs
ACUMMeETpUYHbIe (XEMM) W TN3BHOE — MUHMATIOPU3ALNA CMCTEM
KPK, 0co6eHHO Ans pasmeLLieH s Ha NeTaIoLLNX 06beKTax.

Aonras popora
K MUHMWATIOpU3aLmun

V13 BbILLIEVM3NIOKEHHOTO MOXET MOKA3aTbCA, YTO KBAHTOBbIE TeX-
HONOMM MOK3 6eCKOHEYHO A3NEKM OT KOHEYHbIX l'IOI\biDBaTeI\eVI,
O/IHAKO 3T0 UNAto3UA. K npumepy, cMaptdoH Galaxy A Quantum,
BbIMYLLEHHbIA KOMMaHWe Samsung 8 2020 roay [13], umeet 8
€OCTaBe KBAHTOBbIN FEHEPATOP CAYHaNHbIX YMCeN OT LWBeLAPCKOMA
komnaHun ID Quantique. OH NpeiHa3HaYeH ANA NOBbILLEHMA 3a-
WWLLEHHOCTM YCTPOICTBA 33 CHET reHepaLym CAOXKHBIX Naponeit.

XoTa cuctembl KPK peanii308aTh 8 CTOAL Manom 06bEme ropasao
CNOXHE., YeM reHepaToPbl CAlyYaliHbIX YnCen, 33 CYET Gonbluero
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UNCNA PA3ANYHbIX KOMIOHEHTOB B UX COCTaBe, B MUPE CYLLIECTBYIOT
NepCneKTMBHbIE MOAXOAbI K VX MUHUATIOPU3ALMI, OCHOBAHHbIE
Ha NpYMeHeHUU HOTOHHBIX MHTErpanbHbIX cxem (OKC).

OUC NoA0GHbI SNEKTPOHHbIM MUKPOCXEMaAM, HO MPeAHa3HAYEHb!
ANA YNpaBNEHWA He SNeKTPUYECTBOM, 3 ONTUHECKUM U3NyYeHreM
(B TOM YMCNE OAVHOUHBIMU (POTOHAMM, MPUMEHACMBIMIA B CUCTEMAX
KPK). Cneayet otmetvTs, YTo npunoxeHis OUC BbIXOAAT A3NEKO
33 PAMKM KB3HTOBbIX TEXHONOTUI — OHW NPEACTABASAOT H0NbLION
VHTEpec, K Npumepy, ANA BbICOKOCKOPOCTHBIX ONTUYECKMX TPAHC-
VBepoB.

MoAo6HO TOMY Kak 3N1eKTPOHIKA B XX BEKe MPOLLNG NyTb OT Namn
K TPaH3MCTOpam 1 3aTeM MUKpocxemam, cuctembl KPK nepetunm
OT CXeM Ha 06BLEMHOM OMTHIKE K BONIOKOHHOM (KpOME KOCMUYECKiX
CUCTEM) 11 CErOAHS HAUMHAKOT NEPexoAUTh K MHTErpanbHOMY Mc-
nonHeHmto. Tem Gonee, 4To npevmytiiectsa OVIC He orpaHMuMBatoTCA
QWb CHUXEHNeM pasmepos.

Bo-nepsbix, nepexos Ha GYC cyLLeCcTBEHHO NOBICUT CTAOUNLHOCTL
yHKUMOHMposaHnA cucTem KPK. KBaHToBble yCTpoiicTBa Bceraa
AEMOHCTPUPYIOT OYeHb BbICOKYHO YyBCTBUTENBHOCTL K BHELUHMM
YCNOBUAM (M3MEHEHMe TeMNepaTypbl AU MeXaHUYecKkme Hanps-
KEHUS), KOTOPa PE3KO YXYALLIAET X XapaKTepUCTUKU. Peansauna
Ha OUC n0380/MT C03A3BaTL c1cTeMbl KPK Ha 0CHOBE KOMMAKTHbIX
TBEPAOTENbHBIX 3/EMEHTOB, CYLLIECTBEHHO CHUA3WB BAVAHIE BUG-
PaLIV 11 TEMNEPATYPbI Ha VX NAPAMETPbI.

Bo-8TopbiX, OUC NpekpacHo NOAXOAAT ANS MACCOBOTO NPOU3BOA-
CT8a. B GyAyLLeM OKaXeTcs BO3MOXHbIM GYKBANbHO «MevaTaTh»
Ha nuTorpachax onTudeckue cxembl cuctem KPK Lienbimu naptuamm
BMECTO NPOM3BOACTBA OTAE/IbHbIX KOMIOHEHTOB C MX Mo/ eAytoLLen
MEX3HUYeCKOM C6OPKOM, YTO MO3BOANT PAAMKANLHO CHU3UTL Ce-
GecToumocTs.

Peann3auma cuctem KPK Ha OUC cTOWT Ha «TPEX KuTax»: onTideckue
MaTepHanbl, KOMMOHEHTbI (BONHOBOAbI, UCTOYHUKY, MPUEMHUKM,
YCTPOICTBA YNPABNEHINA N3Ny4eHNEM) U CXeMbl poTokonos KPK.
B AaHHOM MaTepuane Mbl CKOHUEHTPUPYEMCA H3 NepBOM acnekTe.

OCHOBHbIE ONTUYeCKMe MaTepuansl Ans peannszaumu OUC [14],
npUMeHNMbIX 8 TexHonorun KPK, npuseaeHsl 8 Tabnuue. K Hum
OTHOCATCA: KpemMHe3éM (ANOKCUA KpemHUs, NaT. silica), KpemHui
Ha usonatope (SOI), HUTPUA KpemHua (SisNs), HMOBAT AuTUA
(LiNbOs), apcerna rannua (GaAs), pocdua nHavs (InP) n okeu-
HUTPUA KpemHus (SiO«Ny).

Mo TabAnue MOXHO CAGNATH BIBOA 06 OTCYTCTBUM YHUBEPCAb-
HOTO PeLLeHNs, KOTOPOE NO3BOAMANO Bbl Peanu308aTh BCe ONTU-
Yeckue KOMNOoHeHTbl cucTem KPK Ha eanHoit nhatdopme.
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© (B0iCTBA HOpMUPOBATENelt 11 AETEKTOPOB KBAHTOBBIX CO-
CTOAHMII OTPaHNYNBAIOT CEKPETHOCTb KBAHTOBOTO KNioYa 1
CKOPOCTb €ro (hopM1pOoBaHMS;

© CeKpeTHOCTb 06eCreUrBaAETCS TONLKO NPV YCAOBUM AMPUOp-
HOTO A0BepYA A6OHEHTOB (3yTEHTUDUKALIMA CNYKEOHOrO Ka-
Hana);

© 10Tepy B KaHane AOMKHbI UHTEPMPETUPOBATLCA KAK MOTEH-
UManbHoe NpUCYTCTBIE HAPYLLMTENA U KOMNEHCUPOBATLCA C
MOMOLLbIO YCUNEHUA CEKPETHOCTH;

©  CeKpeTHbIVt KN0Y PACTIPEACNACTCA BCErAa MEX Ay ABYMA a60-
HEHTamW (TOMONOTUA KTOYKA-TOUKA», HE3ABUCUMO OT Bapu-
3HT3 KBAHTOBOrO MPOTOKONA);

® Bce (hasbl GOPMUPOBAHIA CEKPETHOTO K/KOYa AO/KHBI MPO-
W3BOANTLCA B 0BEPEHHOM 30HE, HEAOCTYMHOM 3N0YMbiLL-
NEeHHWKY.

Yno6HOI Cpeaoit AN Nepesayut KBIHTOBbIX COCTOAHMI hOTOHaMM
Ha 60NbLLIMe PACCTOAHIA ABNAETCA ONTOBONOKHO, ACTIONb3YeMOe
ANA TENeKOMMYHVK3LIWIA. B 3TOM C/lyyae TUNNYHBIM PACCTOAHMEM,
Ha KOTOpom paboTaloT cospemeHHble cucTembl KPK, agnsetca
100 KM (SMF-28, notepu 0,2 AB/KM, A=1550 HMm). CyliecTeyet
BO3MOXHOCTH coBMeLLeHNs KPK ¢ A=1310 HM 1 ONITOBONOKOHHbIX
JWHWIA € Y3CTOTHBIM yrnoTHeHem (COWM, DWDM), uto cHupkaeT
npepensHoe pacctosHre KPK A0 50-60 km. Takxe BO3MOXHO
nepeAasaTh KBaHTOBbIE COCTOAHMA Yepe3 aTmocdepy 1 BakyyMm [3],
OAHAKO MOTEHUMANLHO MEHbLLIME MOTEPU KOMMEHCHPYIOTCA WX
HeCTabnNbHOCTBIO (33BUCUMOCTL OT MOFOAbI U 33CBETOK) U reo-
METPUYECKNM PAcXOXAEHUeM NyYKa CBeTa, YTO OrpaHnymBaeT
paccTostHne mexay aGoHeHTamu.

CICTeMbI KBAHTOBOTO PaCTPEAENEHNs KAKOUel COCTOAT U3 ABYX
wam Tpéx (MDI-QKD [4], TF-QKD [5]) CTaHuui1, COBAUHEHHBIX
KBAHTOBBIM KaHaNOM. 1Pyt STOM KBAHTOBbI KAK0Y pacnpeaensieTca
BCErAa TONLKO MEXAY ABYMA CTaHUMAMM 36OHEHTOB, 0613 ABIOLLINX
Knaccmyeckum a‘/TEHTVICbML{MPOBaHHhIM KaHanom. KsaHtosble
npoToKoANb! TNa MDI-QKD No380onA0T NPOMEXYTOUHOM CTaHLMN
HaX0ANTLCA B PYKAX HAPYLUIMTENSA, YTO HE BANAET Ha CEKPETHOCTb
BbIPaGaTHIBAEMOrO KBAHTOBOTO KAKOYA. B npoTokonax na TF-
QKD AononHuTenbHan CTaHUNA nocepesyHe obecneursaet yasoe-
Hite PaCCTOAHMA, Ha KOTOPOM BbIPaBATLIBAIOTCA KBAHTOBbIE KAKOUM.
C TOYKM 3peHns TenekommyHnkaumit noaxoasl MDI-QKD v TF-
QKD TpebyloT YCTaHOBKM CPeAHeil CTaHUMK B Pa3pbis ONTOBO-
NOKH3.

Cucrema KPK ansa 3awumrbl
uHdopmauun

K HacTosulemy Bpemenu cctembl KPK npoLunu AnUHHbIA NyTh
PasBuTIA, 33 BPEMA KOTOPOTO YBEAMUMNAC HAAEKHOCTH, Aa/b-
HOCTb ¥ NPOU3BOANTENLHOCTH Bh\PaﬁOTKVI KB3HTOBbIX KAOYel.
OpHaKO CaMbIM FNaBHbIM AOCTUXEHVIEM NOCAEAHEr0 AeCATUNETUA
CTano npakTnyeckoe ncnonb3osanue cuctem KPK ans pacnpe-
AeNeHUA CeKPeTHbIX KI\IO"IQM, MCNONb3YeMbIX B CUCTEMAX Kpun-
Torpaduyeckoin 3atmtsl uHdopmaummn (CK3M). 31o crano Bo3-
MOXHbIM 67aroAapA NCCNAOBAHNIO YA3BUMOCTEN PAHHIX CUCTEM
KPK v peanuzaummn HeobXoAnMbIX Mep 33LLUMUTbI B COBPEMEHHBIX.
cucTemax. B 4acTHOCTH, B POCCUM He TONbKO pa3paboTaHbl Tpe-
60B3HMA K KBAHTOBO-KPUNTOrPADUYECKUM CUCTEMAM BbIPBOTKM
v pacnpeaenexus kntoyen (KKC BPK) 1 METOAMKM NPOBEPKM WX
COOTBETCTBYSA, HO TaKxe Co3AaHbl cucTembl KPK, yxe npoweatune
cepTuduKaumio [6] y HauMoHanbHoro perynatopa - ®CE Poccun.

MHTepHeT n3HyT|

Knacenyeckan cuctema KPK Tononorm «Touka-Touka» obec-
neyrBaeT pacnpeaeneHe CUMMETPUUHLIX K/Ioueii LWMGPOBaHMA
ANA 33LLMThI ceTeBoro Tpaduka (puc. 2). Takas cucTema moxeT
MCMONB308B3THCA ANA 3ALUUTbI KaHANA NePeaayn AaHHBIX MeXAY
OCHOBHbIM 1 pe3epsHbiM LIOA.

.—Hlosepenian pocraska—__
Kioua ayTeHTUdUKALMN

Aniiaparypa KPK
(ornpasurens)

Annapatypa KPK

= onysares
KBaHTOBbIli Kanan {goaysazent)

~100 kM & ONTOBONOKHE

KBaHTOBBbINA
Kt

KBaHTOBBIA

- e

______ Ree—m—

OTkpLITIE AaHHbIe

Puc. 2. 3auTa CeTeBOro Tpadhvka B TOMONOIUN KTOUKa=
TouKa» ¢ nomowybio KPK.

€ TOYKM 3peHns CNeuranucTos no UHpopmauroHHoi 6esonac-
HocTv KPK obecneunsaer:

® HOBbIM 1 HEOObIYHbIN ANA MHDOPMALIMOHHBIX TEXHONOTUI
€noco6 pacnpeaeneHns CUMMETPUUHbIX KAloYelt;

© 33WNTY OT BHYTPEHHEr0 HapyLMTens (MAHNMM3aUMA BAMA-
HUA YeN0BEKa HA MPOLeAYPY CO3A3HUA W pacnpeaeneHns
KPUNTOrpacmyeckoro Knwua);

® 33WWTY OT YTeHUA BIepéA /Ha3aA NP PACKPLITAM TekyLLero
KAt0Ya HapyLnTenem;

®  CHIKEHME BAMAHNSA YTEUKN N0 NOGOUHbIM KaHaNaM;

® pellierie NPO6/EMbI KOHTPONA HAFPY3KM Ha KK,

HoBas TeXHONOTWA NPeANaraeT peann3aunio KOHUeNuuA pac-
NpeAenEHHOro KNIYeBOTo LIeHTPa, NPV KOTOPOil 0TNaAaeT He-
06X0ANMOCTL B A0BEPEHHbIX KYPbepax, NepeBo3aLMX KpunTo-
rpacduyeckme Knuu.

KaxyLimeca KpUTUYECKMMU OTPaHNYEHUA B PACCTORHUM U TO-
nonorvy KPK MOryT 6b1Tb CHATBI MYTEM NOCTPOEHUA BONBLUMX
reorpacuiecku pacnpeaenérmbix ceteit KPK ¢ AoBepeHHbIMU
MPOMEXYTOUHbIMM y3namu (trusted nodes). Paccmotpum oco-
6eHHOCTM 3TOr0 MNOAXOAA HIkKE.

Cetn KPK ¢ poBepeHHbIMU
NPOMEXYTOYHbIMU Y3NaMK

MpeAnonoxmm, Ham HeobXoAMMO CHABAUTL KNtOYaMU Wndpa-
TOPbI, HAXOAALMECA HA PACCTOAHMM, MPEBLILLIOLLEM BOMOXK-
HocTu KPK. B 3TOM cayyae Mbl MOXeM PasmMecTuTb OAUH UNW
HECKONbKO A0BEPEHHBIX MPOMEXYTOUHbIX Y3/10B MEXAY OKO-
HEUHbIMM Y3N3MU, K KOTOPLIM MOAKAKYEHbI LMGPATOPb! (pUC. 3).
NpomexyTouHble y3nbl AO/XHbI COAePXaTh B cebe napy
YCTPOWCTB ~ OTNPABUTENSA KBAHTOBbIX COCTOAHWIA OAHOTO CONpA-
XeHHoro cermenta KPK 1 nonyyatens KBaHTOBbIX COCTOAHMIA
APYroro conpsaxénHoro cermenta KPK. 06a 3T1 ycTpoictsa
AONKHbBI ObiTb COeAMHEHBI KNACCUYECKUM K3HANOM, HEAOCTYNHLIM
ANA HApYLUUTENA, NO3TOMY TaKyk KOHCTPYKLMIO Ha30BEM A0~
BEPEHHbBIM MPOMEXYTOUHBIM y3n0om (ANY).
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B NpOTMBONONOXHOCTL 3TOMY, N3MEPEHIE HEW3BECTHOTO KBAH-  MEpeAaloT ApYr APYry No KNAccuieckomy cnyxeGHOMY KaHany
TOBOTO COCTOSIHMA XOTA U A3ET ONPe/ACNEHHbIN PE3Y/IbTaT, OAHAKO  GUTbI BbIGPAHHbIX 6A31COB. B STOT MOMEHT OHIM Y3HAIOT, ABAANOCH
3TOT Pe3yNbTaT MOXKET OTAMUATLCA OT TOFO, YTO UCXOAHO Nepe- N CPabaTbiBaHMe AETEeKTOPa MPU3HAKOM COBMAAEHMA 060MX
[3BaNOCb. B 4EM NpUUMHA 3TON Henpeackasyemoctn? [leno B CNyYaiiHo BbIGPAHHLIX BUTOB UM 3TO 6bINO CNYYANHOE PaBHO-
TOM, 4TO Al O/HO3HBUHOTO U3MEPEHNA KBIHTOBOTO COCTORHUA  BEPOATHOE CPaBaTbIBAHME NPI Pa3ANIHLIX 6a3ncax. Ecm 6a3ncel
06enm CTopoHam HeobX0AMMO AOTOBOPUTLCA O CNOCOGE Mpea-  0K33aNMChb OANHAKOBLIMM, TO MHAOPMALIMOHHBIN GUT A0GaBAAETCA
CTaBNEHUA MHDOPMALNM ~ TAK HA3bIBaEMOM 6a3nce. Hanpumep, K GOpMUpyeMOMy CEKPETHOMY K704y, B MPOTUBHOM Cayuae
NPV NOAAPU3ALMOHHOM KOAVPOBAHMM MOXHO OTOBOPUTBLCA, 4TO  CEAHC NepeaU OTOH CHUTAETCA HEYAAUHbIM, U €10 Pe3y/bTaThl
«O» KOAMPYETCA FOPU30HTANIbHO OPVEHTVIPOBAHHON MONAPM3aLME,  He UAYT 8 paboTy. 3Ta Npoueaypa Ha3biBAETCA NpocenBaHnem
a «1» = BePTKaNbHO OPUEHTVPOBAHHON. Ha30BEM 3TO KPeCTo-  CbIPOro KAoua.

06pazHbim 6asucom. Toraa, YCTaHOBMB FOPU3OHTA/NIbHO OpUEH-

TVYPOBHHBIN NONAPUIALMOHHBIV (UNBTP NEpes ASTEKTOPOM, Mbl  [10CNe NMPOCerBaHNs NONYYEHHbIE CNYY3IHbIE NOCNeA0BATENb
MOXeM 6biTb YBEPEHHBIMM, 4TO «0» BbI30BET CPABATLIBAHME AC-  HOCTIA NOABEPrAOTCA COKATUIO NYTEM MPUMEHEHMA K HUM XetL-
TeKTOpa, a «1» He BbI30BeT. EC/m xe oTnpasutens chopmmupyeT  GyHKUMK. KOANYeCcTso GUT K43 CTAHOBUTCA MeHbLLe, 0AHAKO
KBAHTOBOE COCTOAHME B AMArOHaNIbHOM MONAPU3ALMOHHOM 6a3nce  BEPOATHOCTH TOFO, YTO HAPYLWWTeNb B KaHane CMOr yraaaTh
(«0» - NONAPM3ALMA 45 TPaAYCOB, «1» ~ MONAPU3ALMA 135 FPa-  KBAHTOBOE COCTOAHME U, TaKUM 06PA3OM, y3HaTb ONpeaeneHHble
AYCOB), TO MPUHMMAIOLLIas CTOPOHa, U3MEPAR BEPTUKANLHO WM GUTbI CEKPETHOND KAI0Ua, TaKKe CTaHOBIMTCA MeHblule. UTorosasn
FOPU30HT3NbHO NONAPU30BAHHbIE (DOTOHBI, BCE PaBHO GyaeT no-  61UTOBAA CTPOKA HA3bIBAETCA OOGLUMM KBAHTOBBIM KNKOUYOM. OHa
NIyMaTb OMPEANEHHbIA OTBET: «O» MM «1». Mbl 3HAEM CO LUKO/IbI,  COBMAAAET Y OTNPABUTENA U NOAYYATENs.

4TO, U3MEPAR ANarOHaNbHO MONAPU30BaHHbI/ CBET Yepe3 Bep-
TWKANbHO MM FOPU3OHTANbHO yCTaHDEI\eHHhM ﬂDﬂﬂPl’B&LMOHHbM
BUALTP, Mbl MONYUNM OCNAGNEHHDIN B B3 PA3a CBETOBOM MOTOK.
Ha KBaHTOBOM ypOBHe 3T0 6yAeT 03HaYaTh PasHyo BEPOATHOCT Terepatop Texepatop
MONYYNTL €O» UAK «1» NPU TOM, YTO OTNpasuTenem 6bin 3aa3H CAy4aiHbIX Yncen cnyHalinbIx Yncen
GUT €O» UM «1» B AUATOHANLHOM 6a3uce. [PUYEM He cyLuecTayeT
€roco6a BbIACHNT, KaK OblNl MONAPU30B3H OAUHOUHBIN HOTOH! K
TOMY e, HEBO3MOXHO CAGNATb KOMMI0 TaKOro (hOTOHA, YTO AB-
NATCA CNleACTBUEM TEOpeMbl O 3anpeTe K/OHMPOBAHMA He-
V3BECTHOTO KBAHTOBOTO COCTORHMA.

KBaHTOBbII NpoTOKON

Yeunetive
OKa3bIBAETCA, 3TU AOBONLHO CTPAHHbIE OCOGEHHOCTI Nepeaayn ceKpeTHoCTH
VVHd)ODMauVIM B KB3HTOBOM K3H3nNe MOXHO WUCNo/b30BaTb ANA I
pacnpeneneHns ceKpeTHoro kntoua. Ans toro 6yaem dopmu- 06||L1ﬁ KBaHTOBbIN
POBaTH 6A3UC CAYUANHO, C NOMOLLbIO FEHEPaTOPOB CAYYBMHBIX % | oy 1 %
uncen (puc. 1). [onycTim, «o» y Hac ByAeT KpecTooOpasHbIM | [, e
633ncom, 3 «1» - AUAroHanbHLIM. Aanee byaem KOAMPOBaTL B
3TOM 633u1ce CAYUANHBIN MHPOPMALIMOHHBIN BUT: «0» MAK «1».  Puc. 1. 0606wénHas cxema peanusaumm KPK.
MoAynMpOBaHHbIN Takum 06pasom GoToH Gyaem nepeaasath
4epes NoAXoAALLYIo cpeay (KBAHTOBbIN KaHaN) Ha CTOPOHY NPU-  M3N0XEHHOE OMMCaHIe MMeeT Ha3BaHNe «KBAHTOBMI NPOTOKON
EMHUKA. Tam, MPUMEHAR AHANOTUYHYIO MOAYNALMIO ABYMA APY-  BB84» no menn co3aaTeneit Yapnb3a benreta (Charles Bennett)
MM CNYY3VHBIMI GUTamK € BbIGOPOM 6a31ca U KOAMPOBAHHOTO 1 XKuna Bpaccapa (Gilles Brassard), ony6aukosasiumx ero
B HEM 61Ta, Mbl ByZilem perncTpupoBaTh Ha AeTeKTope CobbiThe  onucanue B 1984 roay [2]. 3TOT NpoTokon Mo3BoOAAET CHOpMM-
nonaaaxs oToHa. OYEBUAHO, YTO MPU COBNAAEHMM 6331COB  POBATb CEKPETHbIA KANIOY ABYM CTOPOHaM, HE Pa3rallaiolm
OTNPaBUTENA W MONYYATENA, @ TaKXKE UHDOPMALIMOHHBIX 61UTOB,  06pa3yioLLMe ero GUThbl ANA HAPYLUUTENA, KOTOPbIA MOXET Mbl-
co6bITHe MONAA3HNA HA AeTeKTOp 6yAeT Ha 100% BEPOATHLIM  TaTbCA MOACAYLIMBATL B KBAHTOBOM W CNYXEOHOM KaHAnax.
(npw oTcyTcTBMM MoTepb U nomex). Mpy pasanunm uHpopma-  CTex nop Gbinn NPUAYMaHbI 1 Pe3N30BaHLI MHOrOYNCAEHHbIE
LMOHHbIX 6UTOB, HO MPW COBMAAGHIN 633NCHBIX BUTOB COBLITUA  KBAHTOBbIE MPOTOKONLI. lePeUnC/M CBOCTBA, XapaKTepu3yioLLve
nonaaanus He Byaet. 370 MO0 Obl ObiTb WHTEPMPETUPOBAHO  BCE KBIHTOBbIE MPOTOKONbI 6€3 UCKAIOYEHNS:
KaK MOCbINKA VHBEPCHOTO MH(OPMAUMOHHOMO 61T, HO (hOTOH
MOXeT He N06paTbCA A0 AETEKTOPa MPOCTO B CUNY MOTEPh B @ KAYECTBO (HEMPeACKa3yemMOoCTb, He33BUCUMOCTL) FeHepaTOpoB

cpeae nepeaayn - MAEANbHbIX KBIHTOBLIX KAHANOB HE Cylle- CAyyaiiHbIX Y1cen onpeaenseT 6a308Yi0 HeMpeaCKasyemocTb
cTByer. KBAHTOBOTO K/I0Y3;

® B OTAMYME OT KNACCUYECKUX TeNEKOMMYHUKaLWIA KBaHTOBaAR
lopazao 6onee MHTEepPeCHbIM ABNAETCA CYYalt pasnuuns 633ncos MHPOPMALMA He MOXeT 06pabaTbiBaTbCs KNACCUYECKUMM
oTnpaBuTens u nonyyatens. B 3tom cnayyae pnetektop Gyaet KOMNbrOTepamu;
cpabaTblBaTh NNV He CPabaTLIBaTL PABHOBEPOSTHO, HE3ABUCUMO ~ ®  (U3UYECKYE CBOIICTBA NEPEHOCUNKOB KBIHTOBBIX COCTOSHMI
0T TOrO, KaKo 6bIN UHOPMBLIMOHHBIV GUT OTMPABUTENS 1 KAKOI W CpeAbl NepeAayu orpaHUyYMBalOT PACCTosHNE MexXAy 360~
MHGOPMALIMOHHBIN BUT OXMAAN NonyyaTens. Mocne AeTekTpo- HEHTaMU 1 CKOPOCTb HOPMUPOBAHMA BUTOB CEKPETHOTO KBaAH-
BaHINA COBBITVA NONAaAIHMA (OTOHA OTNIPaBUTENb W MoNYYaTeNb TOBOO KNK0Ya;
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HecKoNbKo M0ocneaoBaTentHo CORANHEHHbIX KBAHTOBbIX MOBTO-
puTeneit, 06ecneynBaloLLIX YBENMYeHIE A3NbHOCTI Nepeaayn
KBAHTOBOW MHGbOPMaLMK, 06Pa3YIT MArUCTPANbHBI CErMeHT
KBAHTOBOW NepeAaun. B coCTaB KBAHTOBOM CETU MOXET BXOAWUTL
HECKONbKO OTAENbHbIX MArncTPanbHbIX CermeHToB KBaHTOBOW
nepeAaun. PasnnuHble MaruCTPanbHbIe CermeHTbl KBAHTOBOM
nepeaayuun MoryT 06beANHATLCA MeXAY Co60 € UCNONb30BHUEM
KBAHTOBbIX POYTEPOB MAM ONTUYECKIX KOMMYTATOPOB, KOTOpbIE
ABNSIOTCA YMIPABNAEMBIMIA SNEMEHTAMM. B 33BUCAMOCTM OT KO-
MaHZ MapLLPYTM3aLmK, NOCTYMAIOLLMX OT CUCTEMbI YNpaBNeHNs
1 MOHWUTOPVIHTA KBAHTOBOW CETbIO, OHW 06ECMEeYNBAIOT CBA3HOCTL
OTAENbHBIX MArUCTPANbHBIX CErMEHTOB KBaHTOBOW nepeaauu.

C CNONb30BaHNEM KBAHTOBbIX MOBTOPUTENEN W KBAHTOBbIX PO-
YTEpOB, 3 TAKXKE ONTUYECKIX KOMMYTATOPOB W ONTUYECKINX 06b-
eAUHUTeNel! BO3MOXHO NOCTpOeHMe KBAHTOBbIX ceTei P33NYHBIX
TOMONOTIA: Lierb, 38€3A3, KONbUO, APEBO, CMELLaHHaA TONONOTA.
Ha pyicyHKe 1npeAcTaBneHa NPUHLIMNIMANLHAA CXema NPOU3BO/b-
HOVI KB3HTOBOW CETU CMELUAHHOM TOMONOTUN.

Paccmatpiaemasn CTPyKTypa KBaHTOBOV CeTH M038oAAET 06ec-
neynTh Peann3aLmio KoHLEeNUMM KBaHToBoro MHTepHeTa sewweil,
MpeACTaBNALLEro 060 VIHTEPHET BeLLei ¢ UCMNONb30BaHNEM
KBaHTOBbIX TEXHONOMUIA. CNeayeT 0TMETUTb, YTO KBAHTOBbINA MH-
TepHeT BeLLei ABNATCA CrIeUnanbHbIM BUAOM (MOAMHOXECTBOM)
Knaccuyeckoro MHTEDHETE BELLIGGI, N Camo NoABNEHVE HOBOIO
TEpMUHA 11 MPEAMETHO 06nacTv HaleneHo Ha paclunperie
rPaHNL NPUMeHEeHUA VIHTepHETa BelLlei, a He Ha ero 3ameHy.

Ha naHHbI MOMEHT MAeV NONHOLIEHHOTO KBaHTOBOrO VHTepHeTa
1 KBaHTOBOIO MHTepHeTa Belileli HaXOAATCA TONLKO Ha 3Tane
KOHLENTYaNbHOr0 OCMbICNEHMA 11 POBEAEHUA (DYHAIMEHTANbHBIX
HayYHbIX MCCNeA0BAHMI, 1 Mbl HE MOXEM FOBOPUTH O MpaKTHye-
CKOM BHEAPEHUN 3TWUX PelleHuid B nepcrekTiee GAKANLLINX
HECKONbKVX NeT. M03TOMY Ha TeKYLLMIA MOMEHT KB3HTOBbIE KOM-
MYHUKAUMM He 3CCOUMMPYIOTCA C TaKMMU (yHAIMEHTANbHBIMM
NPUNOXKEHNAMMN 1 rN063NbHBIMU NepcnekTMBamu, Ho C yyeTom
BCEr0 CKA3aHHOrO paHee MOXHO YBEPEHHO 33ABAATL O TOM, YTO
KOHEUHO LIe/IbI0 Pa3BUTVA TEXHO/IOMMM KBIHTOBBIX KOMMYHVKaLIMiA
ABNACTCA CO3/AaHME HOBOTO KBAHTOBOTO VHTepHeTa. Mpnyem 310
He NpOTUBOPEYNT TOMY, YTO ceifyac noa KBaHTOBbIMM KOMMYHU-
KaUVAMY BCe MOHVMAIOT Peanviayemble Ha NPaKTUKE CeTi KBaH-
TOBOrO pacnpeaeneHns Knwuei (nanee - cetn KPK).

KBaHTOBble KOMMYHMKALMUN KaK
CeTV KBaHTOBOTrO pacnpejeneHus
KNKoyemn

Moa cetamu KPK NoHMMAeTCs TEXHONOTMYECK3S CUCTEM (KBAH-
TOBas CeTb), BKAtOYAOLWas 8 cebn cuctembl KPK U AnHum ceasun
W NpeAH3a3HayYeHHana ANA BbIDEGOTKVI KBAHTOBbLIX KAYen u
KBAHTOBO-3aLLMILEHHBIX KN4t VICXOAA U3 OnpeAeneHis no-
HATHO, 4TO ceTh KPK cocTouT 13 Habopa cuctem KPK, KoTopbix
B cocTase cemt KPK MOXeT 6biTb MPOM3BONBHOE KONUYECTBO.
Tem He MeHee, CTOUT OTAGNLHO OBBACHUTL, YTO Xe Takoe
KBAHTOBbIE 1 KBAHTOBO-3AMLUEHHbIE KAIOUM, W HACKONLKO
OHM AGWCTBUTENbHO KKBAHTOBbIEY.

B nepsyto o4epesb CheAyeT NOACHUTD, YTO KBAHTOBbIN 1 KBAH-
TOBO-33LUMLEHHBIN KAIOY ABNAIOTCA CEKPETHBIMM KNlouamu,
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onpeseneHne KOTOPbIX TakXKe 33aKPenneHo 8 HOPMATUBHOM
6a3e B 06nacTu kpuntorpaduy [7]. Moa cekpeTHbIM KAHOM
NOAPA3yMeBaeTCA KpUNTOrpauyecknin KAy CUMMETPUYHON
KPUNTOCMCTEMBI, OCHOB3HHOW HA MPUMEHeHNM nap 83anmo-
CBA3AHHBIX KPUNTOrpachyecknx Npeobpa3osaHmil, B KOTOPOV
npeobpazoBaHus B KaXAOM Nape 3aBUCAT OT OAHOTO W TOTO Xe
CeKpeTHOro KNt4a. BaxHo ADG&BVITI:, 4TO CUMMETPUYHAA KpUn-
TOCUCTEMA MOXET UCMONb30BATHCA A0BEPAIOLIMMU APYT APYTY
CTOPOHAMW, TA€ ANA B33MMOAGVCTBYIOLUMX Nap (rpynm) nonb-
308aTenei HOPMUPYIOTCA 06LLME CeKpeTHble Kloun. B pac-
CMATpUBaEMOM Hamu cnyyae cetb KPK ABNAGTCA NCTOYHMKOM
3TUX OBLIMX CEKPETHbIX KNKYel, KOTOpble BMOCAeACTBIM 1C-
NONb3YIOTCA B KNICCUYECKNX CUMMETPUYHBIX KpUNTOCUCTEMAX.
B 3T0M CMbiC/le KBAHTOBbIE 11 KBAHTOBO-33LMLLEHHbIE KNKOUM
ABNATCA KKNACCUYECKMMU» KPUNTOrPADUYECKAMM KNKHaMY,
TO ecTb NPeACTaBNANT coboi Habop KNaccUyecknx 6UTos, a
KB3HTOBOCTb WX MPUPOAbI CBA33HA NWLLL C METOAOM (hOPMU-
pOBaHWA 3T0ro Habopa 6UTOB y ABYX NONb30BATENEM, HAXOAA-
LUMXCA H3 Pa3HbIX KOHLAX MPOCAYWINBAEMbIX KHANOB CBA3M.

KBaHTOBbIN KAKY ABNAETCA Pe3ynbTaTom paboTbl cucTemsbl
KPK, cocToALlei 13 ABYX Nap ~ MOAYNA OTNPaBUTENA U MOAYNA
MONYY3TENS, CORAVHEHHbBIX MEXAY COO0i1 KBIHTOBbIM KaH3NOM,
KaHANOM CUHXPOHW33LINN W CAYKEOHbIM KaHaNoM. Dopmupo-
8aHye KBAHTOBOTO K/I0YA OCYLUECTBAAETCA B COOTBETCTBUN €
KBAHTOBbIM KPUNTOTPayecKM NPOTOKONOM BbIPAGOTKU W
pacnpepenenus kntoden (KKMN BPK), Bkatouaiowum 8 cebs ne-
peaayy v Npuem KBaHTOBbIX CUrHANOB MexAy moaynamm KPK
B COCTaBE OAHOW CUCTeMbl. BNOCN@ACTBIM KBAHTOBbIE KNKOUW
MOTYT UCTIONb30BATLCA CPEACTBAMU KPUNTOrpaduyeckoil 3a-
wmTel uHdopmaumu (CK31), peanvisyiolmmm CUMMeTpUYHbIe
KPUNTOANITOPUTMbI, B TOM YMCAe ANA 06eCTIeyeHis LWMGpPoBaHMA
A3HHBIX NpY UX NepeAaye No KaHaN3aM CBA3N.

0AHaKO B CUNY HU3NYECKOTO OTPAaHUYEHNA Ha MaKCUMaNbHYIO
MPOTAXEHHOCTb KBAHTOBOTO KaHaNa, KOTOPaA ANA CyLLeCTBYI0-
wux kommepueckux cuctem KPK coctasnset nopaaka 100 KM
npv paboTe MO CTAHAIPTHOMY TENEKOMMYHUK3LMOHHOMY Of-
TUYECKOMY BONIOKHY, BO3HWKAET HEOGXOAMMOCTb (hOPMUPOBAHIA
KBaHTOBO-33WNWEHHBIX Kntoven (K3K), npeacTasnsmowinx
co6oil CeKpeTHble KAIYYW, 33LNTa KOTOPLIX Npu nepeaade
WA XpaHEHI OCYLLIECTBNAETCA C MCMONb30BaHNEM KBaHTOBOMO
Kntoya (kntoyen).

B npocTeiiem cnyyae metos GOPMUPOBIHUA KBAHTOBO-33-
LMLIEHHBIX KB3HTOBBIX K/KOYei MOAPa3ymeBaeT nepeaauy
HOPMUPYEMOro B OAHOM U3 LIeNesbIX Y3N0B UCXOAHOTO CeK-
peTHoro knko4a SK no Lenoyke NpomMeXyTouHbIX Y3N08 ¢ ne-
peLndpoBaHNem A3HHOTO KNHYA HA KBIHTOBLIX KAKYAX CMEX-
HbIX CEFMEHTOB KB3HTOBOW CeTU. MHbIMM CNOBaMK, KBIHTOBbIE
KNI0UM MOCNEA0BATENbHO COEANHEHHBIX CErMEeHTOB KBaHTOBOM
CeT UCMONb3YKTCA ANA WHU(GPOBAHUA HA 3TWUX CErmeHTax
APYrUX CEKPETHbIX KKYew, BbICTYN3IOWMX B KaYecTse 3aLm-
waemon nHdopmaumu. Mpu 3ToM B K34ecTBe UCXOAHOTO CeK-
PETHOro KNKYa SK MOXET BbICTYNaTb KAk NPOM3BOAbHLIA KpUM-
TOrpauyeckuin KNKY, NoNy4aeMblil C FeHepaTopa CAYYaNHbIX
yucen (B TOM YMCNE KBHTOBOTO), TAK V1 KaK OAWH U3 KB3HTOBbIX
KAtoYeit cermenTa cett KPK, B COCTaB KOTOPOro BXOAWT Lienesoit
y3en (8 KOTOPOM AO/MKEH CHOPMUPOBATLCA KBIHTOBO-33LLN-
LWEHHbIN KAKOY), NP 3TOM He MCMONb3yemblt B KavecTse
KNto4a Wwnhposanus. NpuUmMep peannsaumn Takoro MeToad
nepeAayuyn KBAHTOBO-3ALUMLIEHHDIX KloYei NPeACTaBNeH Ha
PUCYHKe 2.
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KBaHToBble KOMMYHUKaUUN —
CeTn KBAHTOBOro pacnpeaeneHun
KNn4yen nnm HoBbin MHTepHeT?

Anekcen CaHTbeB

AnHoTaumA:
LWvpokoe passuTve 8 Poccuicl

0Vt DeABP3LIY 1 B MAPE TIOAYSMAN TEXHONOTV KBIHTOBLIX KOMMYHVIKaLM. Hanbonee roTossim

LA NPUMEHEHA B Pea\bHON VHDPACTPYKTYPe ABNASTCA TEXHOAOMVIA KBIHTOBBIX KOMMYHMKaLMA. OAH3KO B 06NICTY KBIHTOBLIX
HOTO € Pa3BUTYEM CETel KBAHTOBOIO PaCTIpeaeneHs K/iove

KOMMYHUKSLMIA MOMUMO NPUKABAHOTO HANPaBNEHVA, CBs:

e MOXHO BBIABAUTL UCC/EA0BATENLCKOE HAMNPaB/IeHVE, (BA3aHHOE C Pa3paboTk

HeTa. B cTaTbe paccmartpuBaloTcs BONPOCh PassuTuA 060oux
BAIOTCH NEPCTIEKTVBLI AB/bHEIMLIETO P3BUTUA ABHHOV OTD:

Knioyesbie cnosa:

KBAHTOBbIE KOMMYHVIKaLUY, KBAHTOBOE PacripeseneHine Knioven,

B nocneaHvie roapl B Poccuitckon Gepepaunn 1 Bo Bcem mmpe
yaensetca 60ANbLLOE BHAMAHME PA3BUTUIO KBAHTOBbIX TEXHONO-
i [1]. Mepeble 6onbLUme HALUMOH3NbHBIE MPOrPaMMbI M0 PA3BUTHD
KBAHTOBbIX TEXHONOTVIA HAYa/WA MOAIBAATLCA € 2014 FOA3, KOTAA
MoABWNACL NPOTPAMMA PA3BUTUA KBAHTOBbIX TEXHONOTWI B Be-
nukobputanmm (UK National Quantum Technology Program).
MNosaHee K KBAHTOBOW rOHKe CTANM NPUCOEAMHATLCA Takve
CTpaHbl, K3k KnTait, 06bABUBLLMIA O CTpTe «KB3HTOBOM» MpO-
rpammbl B 2016 roAly, ABCTpUA ¢ nporpammoit Quantum Austria 8
2017 roay, CLUA 8 2018 roay (National Quantum Initiative), a
Takxe CuHranyp, LWseuus, Anonna n lepmanua. Kpome Toro,
CTPaHbl EBPONEICKOro Cot3a B AOMONHEHME K CYLLeCTBYOLNM
HALMOHANLHBIM NMPOTPAMM3M B 2018 roAY 33NYCTUAN COBMECTHYH
[AecATUNeTHIoW Nporpammy Quantum Flagship. Ho xots 8 npecce
nosBAseTCs Bce 6onblue MHHOPMALUM O AOCTKEHWAX U Nep-
CIeKTIBAX, CBA33HHIX C KBAHTOBLIMI TEXHONOTUAMY, HE BCeraa
MOHATHO, YTO TAKOe KBAHTOBbIE BbIYNCNEHUA, KBAHTOBbIE KOM-
MYHVK3LWK, CETU KBAHTOBOTO pacnpeaeneHna KNKYeit U HoBbIif
KBaHTOBbI MHTepHeT.

HauvoHanbHble nnaxbl no P3a3BUTUIO KBAHTOBbIX TexHoNorui
6111 chopmMMpPOBaHbI M B Poccuitckoi Geaepaumn. C 2019 roaa
,C\EVKCTB\/!OT AOPOXHbIE KApTbl PA3BUTUA BbICOKOTEXHONOMMUYHbIX
HanpasneHnit «KBaHTOBbIE BbIYUCAGHWA» U «KBAHTOBbIE KOM-
MYH/KaLUW. 3T1 A0POXHbIE KAPTbl KOOPAUHVDYIOT ABE KPyMHbie
roCyA3apCTBEHHbIE KOMNAHWMN ~ KBAHTOBbIE BbIYMCNEHWA 33Kpen-
NeHbl 33 POCaTOMOM, @ 33 Pa3BnTVe KBAHTOBbIX KOMMYHUKaLWIA
otsevaeT PX/. 06e A0POXHbIe KAPTbl CHAY3NA Gbinn yTBEPXKACHDI
npasnTenbcTeom Poccuiickorn deaepaumm Ha neproA ¢ 2019 No
2024 FOAbI, HO BMIOCNEACTBUN GbINM PACLLIMPEHbI 1 MPOANEHBI A0
2030 ropa.

[l0pOXHas KapTa M0 KBAHTOBBLIM BIMMCNCHUAM HANpaBAeHa Ha
€03/43HMe MPOTOTVNOB OTEUECTBRHHbIX KBIHTOBbIX KOMMbIOTEPOB,
8 0CHOBE KOTOPbIX UCMO/Ib3YIOTCA Pa3ANUHbie CNOCOBbI pean3aLnm
KYOUTOB (OCHOBHbIX BbIYMCAUTE/NIbHbIX 31EMEHTOB KBaHTOBOTO
KOMbIOTEPa). B YACTHOCTM, OTEYECTBEHHbIE YU eHble UCTIONb3YIOT
CBEPXMPOBOAHMKOBbIE Peanv3auiny Ky6UTOB, KyGuThl Ha y/bT-

, Tak-
KOHUenNUum r100a/bHoro KBaHTosoro Vkrep-

XHONOTUHECKMX HAMPABAGHM KBAHTOBbIX KOMMYHUKSLIMIA 1 OLEHM-
.

KB3HTOBBIN VIHTEPHET, KBAHTOBAA CETb, KBAHTOBbIA KOMNbIOTED

PaAxXoNOAHbIX aTOMaX B ONTUYECKUX MOTEHUMANAX U MOHAX B ON-
TUYECKIX NOBYLLIKAX, 3 TaK)Ke ONTUYECKIE Pean3aumi Ky6uTos.
BaXHO OTMETUTb, YTO HA TEKYLUMIA MOMEHT B MUPOBOM HAaY4HOM
€006LLeCTBE HET YETKOTrO MHEHUA O TOM, Ha KaKuX hU3NYeckinx
MPUHLMNAX AO/KEH CTPOUTLCA YHUBEPCA/IbHbIA KBAHTOBbIN KOM-
MbloTep, ¥ Mbl HABNABEM 33 NPOLIECCOM KOHKYPEHLIMM Pa3/UHbIX
nnaTdopm. B CBA3M C 3TUM Pa3BUTHE BCEX NEPCTEKTUBHBIX TUMOB
nnathopm 8 PoCCim NOTEHLMANLHO MO3BONUT COKPATUTL TEXHO-
Nornyeckoe 0TcTaBaHue no pazpaﬁowe KB3HTOBbIX KOMMNbIOTEPOB
8 Cly43e Pe3KOro Nporpecca NNaThopm Ha 0AHOM W3 HUMUECKIX
MPUHLMNOB. Mpryem peyb MOXeT MATY AaXe 0 NPOeKTaX KPYMHbIX
MMPOBbLIX KOMMAHWA, BEAYLINX CBOW Pa3paboTku B o6nactn
KB3HTOBbIX BbIYMCNGHWI, K KOTOPbIM OTHOCATCA Google, IBM n
Alibaba.

B pamkax NOPOXHOI KapTbl NO KBAHTOBbIM KOMMYHWUKALMAM
OCYUIeCTBNAETCA Pa3BUTIE TEXHONOTUIA KBIHTOBOTO pacripese-
nenva kntoven (aanee - KPK), a MMeHHO peanusauus vHbpa-
CTPYKTYPHbIX NPOEKTOB M0 MHTerpaumm cuctem KPK 8 peanbHyro
TeNeKOMMYHIKALIMOHHYIO MHDPACTPYKTYPY. B paMKaXx TaKnx MH-
BPACTPYKTYPHbIX NPOEKTOB BeAyTCA PaGoThl MO CO3AIHWIO Ma-
FUCTPANbHbIX KBAHTOBLIX ceTel (fanee — MKC) mexay KpymHbimu
ropoaamm Poccuidckon Geaepaumu. Tak, B 2023 roay Ha Qopyme
6YAYLLMX TeXHONOTMI AEMOHCTPUPOBANACL PaboOTa CermeHToB
MKC Mockea - CankT-Mletep6ypr, Mocksa ~ HukHui Hosropoa,
6b110 06BABNEHO O MNAHAX MO PENU3ALMM CErMEHTOB HUXKHUM
Hosropoa - Ka3aub 1 Aanee Ha BOCTOK, @ TaKXe KXKHOTO Ha-
npasnenua Mocksa - Couu [6]. Kpome TOro, MeponpuaTiamn
AOPOXHON K3pThl 3aNN3HMPOBAHO NpoBeAeHVe A3NbHENWMX
hyHAIMEHTA/IbHbIX 1 IPUKNAAHBIX UCCNEA0BAHNIA, KOTOPbIE M03~
BO/IAT 06eCneynTb CO3AaHNE HOBbIX MPUHLMMOB W YCTPOMCTB,
OTKPbIB3WOLMX BO3MOXHOCTU K YNYYLUEHWIO TEXHUYECKMX Xa-
pakTepucTuki cuctem KPK, 3 Takxe passuTvio oTeqecTBeHHOM
NVHeNKU KOMMOHEHTHOW 6a3bl KB3HTOBbIX KOMMYHUKaUMIA. K
TIKUM NPOEKTaM MOXHO OTHeCTU CO34aHne YCTDOQCTB KBaHTOBOW
MAMATI 1 KBAHTOBLIX MOBTOPUTENEN, (DOTOHHBIX MHTErPANbHBIX
CXeM, KOMMAKTHbIX YCTPOcT8 KPK, KBaHTOBbIX reHepaTopoB C/y-
UaIHbIX YMCeN W TaK Aanee.

MHTepHeT U3HYTPH ¢
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